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Preface

What this book is about

This book is about methods of determining the causes of problems in a system that
uses CICS®. It contains information about resolving CICS application and system
problems, dealing with the IBM® Support Center, and handling authorized program

analysis reports (APARs).

* This book does not describe methods of problem determination for the CICS
Front End Programming Interface. See CICS Front End Programming Interface

User's Guide.

* This book does not describe methods of problem determination for Java
applications and enterprise Java beans in CICS. See Java Applications in CICS.

Note: For problem determination of the ONC/RPC feature, see the CICS External

Interfaces Guide.

Who this book

is for

This book is for those who are responsible for debugging CICS systems and

application programs.

What you need to know to understand this book

This book assumes that you have a good knowledge of CICS. If you are using the
book to resolve system problems, you need to be familiar with the books that tell
you how to install and use a CICS system.

How to use this book

The information in this book is mainly for reference. Use the information to classify
your problem and to find a solution to your problem.

Refer to to find the section that you need to read.
Table 1. Road map for the CICS Problem Determination Guide

If you want to...

Refer to...

Go through some preliminary checks

Chapter 1, “Introduction to problem|
determination,” on page 3|

Classify the problem according to its
symptoms

Chapter 2, “Classifying the problem,” on|

page Zl

Look for information to help you diagnose
and resolve the problem

Chapter 3, “Sources of information,” on page]
1

Resolve transaction abnormal terminations.

Chapter 4, “Dealing with transaction abend|
codes,” on page 25|

Resolve system abnormal terminations.

Chapter 5, “Dealing with CICS system|
abends,” on page 37|

Decide whether the problem is caused by a
wait, a loop, or a performance problem.

“Distinguishing between waits, loops, and|
poor performance” on page 12|

Resolve problems caused by waits.

|[Chapter 6, “Dealing with waits,” on page 49|

Resolve problems caused by loops.

[Chapter 8, “Dealing with loops,” on page 141|

© Copyright IBM Corp. 1997,
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Table 1. Road map for the CICS Problem Determination Guide (continued)

If you want to...

Refer to...

Resolve problems caused by performance
problems.

Chapter 9, “Dealing with performance]
problems,” on page 159|

Know what to do if you don’t get the output
you expected.

Chapter 10, “Dealing with incorrect output,]

on page 1 62]

Resolve problems caused by storage
violations.

Chapter 11, “Dealing with storage violations,’-’|

on page 191|

Resolve problems involving XRF.

CICS/ESA 4.1 Problem Determination Guide

Resolve problems with the external CICS
interface.

[Chapter 12, “Dealing with external CICS|
linterface (EXCI) problems,” on page 201|

Resolve problems with MRO.

Chapter 13, “Dealing with MRO problems, ]

on page 20§|

Resolve problems with log manager.

Chapter 14, “Dealing with log manager|
problems,” on page 205|

Use CICS trace.

Chapter 15, “Using traces in problem|
determination,” on page 223|

Use CICS dump.

Chapter 17, “Using dumps in problem|
determination,” on page 255|

Report the problem to IBM.

[Working with IBM to solve your problem|

Look up a dump exit keyword.

Appendix A, “SDUMP contents and IPCS|
CICS VERBEXIT keywords,” on page 315|

Notes about terms used in this book

When the term “CICS” is used without any qualification in this book, it refers to the
CICS element of CICS Transaction Server.

Xii

“MVS” is used for the operating system, which is an element of z/OS.

Throughout this book, the term APPC is used to mean LUTYPEG6.2. For example,
APPC session is used instead of LUTYPE®6.2 session.
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Summary of changes

This book is based on the CICS Problem Determination Guide for CICS Transaction
Server for z/0S®, Version 3 Release 1, GC33-1693-01. Changes from that edition
are marked by vertical bars in the left margin.

This softcopy version is based on the printed version. Some formatting
amendments may have been made to make the information more suitable for
softcopy, and it may include changes made since the most recent printed version.
Any such changes (apart from very minor ones) are marked by # symbols in the left
margin.

Changes for CICS Transaction Server for z/OS, Version 3 Release 2

For information about changes that have been made in CICS Transaction Server for
z/0OS, Version 3 Release 2, please refer to What's New in the information center, or
the following publications:

* CICS Transaction Server for z/ OS Release Guide

* CICS Transaction Server for z/OS Migration from CICS TS Version 3.1
* CICS Transaction Server for z/OS Migration from CICS TS Version 2.3
» CICS Transaction Server for z/OS Migration from CICS TS Version 2.2
» CICS Transaction Server for z/OS Migration from CICS TS Version 1.3

Changes for CICS Transaction Server for z/OS, Version 3 Release 1

Technical changes

The resource type HP_POOL is no longer a cause of dispatcher waits. This is
because run-time support for Java program objects and hot-pooling (HPJ), and the
open TCB mode H8, which was used for hot-pooling Java program objects has
been removed from CICS.

Structural changes

There are no significant structural changes.

Changes for CICS Transaction Server for z/OS, Version 2 Release 3

Technical changes
A new section on JVM tracing has been added.
Structural changes

There are changes to the way that information is organized in each section.

© Copyright IBM Corp. 1997, 2011 xiii



Changes for CICS Transaction Server for z/0OS, Version 2 Release 2

Technical changes

« [‘Dumping a shared temporary storage list structure” on page 275/ has been
added.

+ New information has been added to ['The resources on which tasks in a CICS
[system can wait” on page 109

* Information which is specific to OS/390 Release 3 and earlier releases has been
removed from |Chapter 14, “Dealing with log manager problems,” on page 205.|

[‘How CICS checks for the availability of the MVS logger” on page 206|has been
expanded.

* Reference information associated with dump and trace has been added for the
following components and domains:
— 3270 Bridge (BR)
— Enterprise Java domain (EJ)
— ECI over TCP/IP domain (IE)
— 1IOP domain (Il)
— JVM domain (SJ)
— Object transaction services domain (OT)
— Partner domain (PT)
— Request streams domain (RZ).

+ [‘Some conditions that cause CICS log manager error messages” on page 207
has been added to |Chapter 14, “Dealing with log manager problems,” on page
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Part 1. Approaches to problem determination

This part describes how to classify the problem that you are experiencing in CICS,
and what sources of information could help in diagnosing the cause of the problem.

© Copyright IBM Corp. 1997, 2011 1
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Chapter 1. Introduction to problem determination

Usually, you start with a symptom, or set of symptoms, and trace them back to their
cause. This information describes tools and techniques you can use to find the
cause of a problem and suggests action for solving the problem.

Sometimes, you cannot solve the problem yourself if, for example, it is caused by
limitations in the hardware or software you are using. If the cause of the problem is
CICS code, you need to contact IBM, as described in [Chapter 20, “IBM program|
lsupport,” on page 305.|

This section contains the following topics:
- [‘Before you start - preliminary checks’]
+ [‘What to do next” on page 6|

Before you start - preliminary checks

Before you go further into looking for the cause of the problem, run through the
following preliminary checks. These checks might highlight a simple cause or, at
least, narrow the range of possible causes.

As you go through the questions, make a note of anything that might be relevant to
the problem. Even if the observations you record do not at first suggest a cause,
they could be useful to you later if you need to carry out systematic problem
determination.

1. Has the CICS system run successfully before?

If the CICS system has not run successfully before, it is possible that you have
not yet set it up correctly. You can check that CICS installed correctly by
running batch or online verification procedures. See the CICS Transaction
Server for z/OS Installation Guide for more information. If you have verified
that CICS installed successfully, check the appropriate migration guide for any
possible impacts to your system.

If you are currently migrating to CICS Transaction Server for z/OS, Version 3
Release 2, ensure that you are aware of all the changes that have been made
for this release. For details of these, see the appropriate CICS migration guide.

2. Are there any messages explaining the failure?

If a transaction abends, and the task terminates abnormally, CICS sends a
message reporting the fact to the CSMT log (or your site replacement). If you
find a message there, it might immediately suggest a reason for the failure.

Were there any unusual messages associated with CICS start up, or while the
system was running before the error occurred? These might indicate some
system problem that prevented your transaction from running successfully.

If you see any messages that you do not understand, use the CICS messages
transaction, CMAC, for online message information. If you do not have access
to a CICS system to run the CMAC transaction, look in CICS Messages and
Codes for an explanation. A suggested course of action that you can take to
resolve the problem might also be included with the explanation.

3. Can you reproduce the error?
a. Can you identify any application that is always in the system when the

problem occurs?

» Check for application coding errors.
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» Check that you have defined sufficient resource for the application, such
as VSAM file strings. Typically, if you had not defined sufficient
resources, you would find that the problem is related to the number of
users of the application.

b. Are you using exit programming interface (XPI) calls? If so, be sure to
observe the XPI protocols and restrictions exactly. For programming
information about the XPI, see the CICS Customization Guide.

The exit programming interface enables you to invoke a domain and enter
its environment directly; using it incorrectly can cause severe CICS system
problems. Here are some particular points for your attention:

» Are the input parameters correct? If their format is not valid, they are
rejected by the called domain, and an exception trace is made. If their
values are acceptable to the domain but inappropriate for the system,
they could cause unpredictable effects.

» Be aware that you cannot use some XPI calls within some of the user
exits. If you do, the results can be unpredictable, and can cause CICS to
stall or abend. The CICS Customization Guide tells you which exits can
use X calls and which cannot.

c. Consider your CICS system definition parameters if the problem is not
related to any particular application. Poorly defined parameters could be
the cause of problems in your system. You can find guidance about setting
up your CICS system in the CICS System Definition Guide.

d. Does the problem seem to be related to system loading? If so, the system
might be running near its maximum capacity, or it might be in need of
tuning. For guidance about dealing with this sort of problem, see the CICS
Performance Guide.

4. Does the failure occur at specific times of day?

If the failure occurs at specific times of day, it could be dependent on system
loading. Typically, peak system loading is at mid-morning and mid-afternoon,
so those are the times when load-dependent failures are most likely to happen.
If your CICS network extends across more than one time zone, peak system
loading might seem to you to occur at some other time of day.

Is the failure intermittent?

If an error is intermittent, particularly if it does not show the same symptoms,
the problem might be more difficult to resolve. An intermittent failure can be
caused by a “random” storage overlay. Furthermore, the transaction that
caused the error might have been deleted from the system long before the
symptoms are seen.

A method you can use to investigate random overlays is described in
[Chapter 11, “Dealing with storage violations,” on page 191 |

Have you made any changes since the last successful run due to
Service?

a. Have you applied a PTF to CICS?

b. Did it install successfully or did you get an error message during
installation? If you installed it successfully, check with IBM for any PTF
error.

c. Have any patches applied to any other program affected the way CICS
interfaces with the program?

Have you made any changes to the hardware since the last successful
run?

Problem Determination Guide



8. Have you made any changes to the software since the last successful
run? If you have installed a new or modified application, check for error
messages in the output from the following:

e Translator

« Compiler

* Assembler

» Linkage editor

9. Have you made any administrative changes since the last successful
run?

a.

Have you changed your initialization procedure, for example by JCL, CICS
system initialization or override parameters, or VTAM® CONFIG/LIST?

Has CICS generated any error messages during initialization?
Have you installed any resource definitions defined using CEDA?

If the definitions were made but not installed when CICS was last
terminated, they might not have been preserved over the termination and
subsequent start up. In general, changes made to the CSD but not
installed are not visible when the CICS system is warm started. However, if
the change was in a group in the GRPLIST specified on a cold start, it is
effectively installed during startup. (Changes which have been installed are
not visible after a cold start unless they were made to a group in the
GRPLIST.)

If START=AUTO was specified in the system initialization table, or as an
override, you need to examine the job log to find out how the CICS system
last came up.

For detailed guidance about the ways in which resources can be defined
and installed, see the CICS Resource Definition Guide.

10. Are specific parts of the network affected by the problem?

a.

Can you identify specific parts of the network that the problem affects? If
you can, look for any explanatory message from the access method. Even
if no message has been sent to the console, you might find one in the
CSNE log.

Have you made any network-related changes?
If the problem affects a single terminal, are your terminal definitions

correct? Consider both the TERMINAL definition, and the TYPETERM

definition it uses.

If the problem affects a number of terminals, can you identify a factor that

is common to all of them? For example:

* Do they use the same TYPETERM definition? If so, it is likely that there
is an error in that TYPETERM definition.

* Is the whole network affected? If so, CICS has probably stalled. See
[‘What to do if CICS has stalled” on page 104|for advice about dealing
with CICS system stalls.

11. Has the application run successfully before?

a.

b.

Have any changes been made to the application since it last ran
successfully? Examine the new or modified part of the application.

Have you used RDO to create or alter a transaction, program, or map set?
You must install these definitions before the resources are available to the
running CICS region.
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C.

If you changed any maps, have you created both a new phase
(TYPE=MAP) and a new DSECT (TYPE=DSECT), and then recompiled
every program using the new DSECT? Use the CEMT commands:

CEMT SET PROGRAM(mapset) NEWCOPY
CEMT SET PROGRAM(all programs) NEWCOPY

(See CICS Supplied Transactions for guidance about the CEMT
transaction.)

Have all the functions of the application been fully exercised before?

Establish what the program was doing when the error occurred, and check
the source code in that part of the program. If a program has been run
successfully on many previous occasions, examine the contents of any
records, screen data, and files that were being processed when the error
occurred. They may contain some unusual data value that causes a rarely
used path in the program to be invoked.

Check that the application successfully retrieved the records that it required
at the time of the error.

Check that all fields within the records at the time of the error contain data
in a format acceptable to the program. Use CICS dump to do this.

If you can reproduce the problem in a test system, you can use
programming language debug tools and the CEDF transaction to check the
data and solve the problem.

12. The application has not run successfully before If your application has not
yet run successfully, examine it carefully to see if you can find any errors.

a.

Check the output from the translator, the compiler, and the linkage editor,
for any reported errors. If your application fails to translate, compile or
assemble, or link-edit cleanly into the correct phase library, it will also fail to
run if you attempt to invoke it.

Check the coding logic of the application. Do the symptoms of the failure
indicate the function that is failing and, therefore, the piece of code in
error?

The following is a list of some programming errors commonly found in
applications:

» CICS areas are addressed incorrectly.

* The rules for quasi-reentrancy are not followed.
» Transient data is managed incorrectly.

» File resources are not released.

+ Storage is corrupted by the program.

* Return codes from CICS requests are ignored.

What to do next

Perhaps the preliminary checks have enabled you to find the cause of the problem.
If so, you should now be able to resolve it, possibly with the help of information in
the rest of the CICS information set.

6

If you have not yet found the cause, you must start to look at the problem in greater
detail. Begin by finding the best category for the problem, using the approach
described in|Chapter 2, “Classifying the problem,” on page 7.|
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Chapter 2. Classifying the problem

The purpose of this section is to help you classify your problem into one of the
categories used by the IBM Support Center for its service procedures. IBM Support
Center staff have found that classifying the problem first is a good approach to
problem determination.

It contains the following topics:

« [‘Using symptom keywords as a basis for classifying problems”|

« [‘Using the symptoms to classify the problem” on page §

- [“Distinguishing between waits, loops, and poor performance” on page 12
+ |‘Classifying problems by functional area” on page 15|

- ['What to do next” on page 16]

Using symptom keywords as a basis for classifying problems

IBM keeps records of all known problems with its licensed programs on the
RETAIN® database. IBM Support Center staff continually update the database as
new problems are reported, and they regularly search the database to see if
problems they are told about are already known.

If you have the IBM INFORMATION/ACCESS licensed program, 5665-266, you can
look on the RETAIN database yourself. Each of the problems there has a
classification type.

Classify your problem using one of the following software categories from RETAIN.
Use the appropriate reference to get further information on how to diagnose each
category of problem.

« ABEND (for transaction abends, see |[Chapter 4, “Dealing with transaction|
abend codes,” on page 25; for system abends, see|Chapter 5, “Dealing with|
CICS system abends,” on page 37)

« WAIT (see[Chapter 6, “Dealing with waits,” on page 49)
+ LOOP (see [Chapter 8, “Dealing with loops,” on page 141)

+ POOR PERFORMANCE, or PERFM (see |[Chapter 9, “Dealing with performance]
[problems,” on page 159)

INCORRECT OUTPUT, or INCORROUT (see [Chapter 10, “Dealing with incorrect|
[output,” on page 167)
MESSAGE

All but the last of these, MESSAGE, are considered in the information on problem
determination. If you receive a CICS error message, you can use the CICS
message transaction, CMAC, for online message information. If you do not have
access to a running CICS system, look in CICS Messages and Codesfor an
explanation. If you get a message from another IBM program, or from the operating
system, you need to look in the messages and codes book from the appropriate
library for an explanation of what that message means.

CICS Messages and Codes might give you enough information to solve the
problem quickly, or it might redirect you to other information sources for further
guidance. If you are unable to deal with the message, you may eventually need to
contact the IBM Support Center for help.

One type of problem that might give rise to a number of symptoms, usually
ill-defined, is that of poor application design. Checking the design of an application
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is beyond the scope of this information, but one instance is described in
lapplication design” on page 15, where you will find there an example of how bad
design can give rise to an application with poor usability.

Using the symptoms to classify the problem

You can classify the problem on the basis of the symptoms you observe. The
symptoms might enable you to classify the problem correctly at once, but
sometimes classification is not so straightforward. You might need to consider the
evidence carefully before making your decision. You might need to make a “best
guess”, and then be prepared to reconsider later on the basis of further evidence.

Look for the section heading that most nearly describes the symptoms you have,
and then follow the advice given there.

CICS has stopped running

8

There are three main reasons why CICS might unexpectedly stop running:
1. There could be a CICS system abend.

2. CICS could be in a wait state. In other words, it could have stalled.

3. A program could be in a tight loop.

Consider, too, the possibility that CICS might still be running, but only slowly. Be
certain that there is no activity at all before carrying out the checks in this section. If
CICS is running slowly, you probably have a performance problem. If so, read
‘CICS is running slowly” on page 9 to confirm this before going on to
‘Dealing with performance problems,” on page 159 for advice about what to do
next.

If CICS has stopped running, look for any message that might explain the situation.
The message might appear in either of the following places:

+ The MVS™ console. Look for any message saying that the CICS job has
abnormally terminated. If you find one, it means that a CICS system abend has
occurred and that CICS is no longer running. In such a case, you need to
examine the CSMT log (see below) to see which abend message has been
written there.

If you do not find any explanatory message on the MVS console, check in the
CSMT log to see if anything has been written there.

* The CSMT log. CSMT is the transient data destination to which abend
messages are written. If you find a message there, use the CMAC transaction or
look in CICS Messages and Codes to make sure there has been a CICS system
abend.

If you see only a transaction abend message in the CSMT log, that will not
account for CICS itself not running, and you should not classify the problem as
an abend. A faulty transaction could hold CICS up, perhaps indefinitely, but CICS
would resume work again if the transaction abended.

Here are two examples of messages that might accompany CICS system abends,
and which you would find on the CSMT log:

DFHST0001 applid An abend (code aaa/bbbb) has occurred at offset X'offset in
module modname.

DFHSR0601 Program interrupt occurred with system task faskid in control
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If you get either of these messages, or any others for which the system action is to
terminate CICS, turn to [Chapter 5, “Dealing with CICS system abends,” on page 37|
for advice on what to do next.

If you can find no message saying that CICS has terminated, it is likely that the
CICS system is in a wait state, or that some program is in a tight loop and not
returning control to CICS. These two possibilities are dealt with in |Chapter 6,|
['Dealing with waits,” on page 49 and [Chapter 8, “Dealing with loops,” on page 141 |
respectively.

CICS is running slowly

If CICS is running slowly, it is likely that you have a performance problem. It could
be because your system is badly tuned, or because it is operating near the limits of
its capacity.

You will probably notice that the problem is worst at peak system load times,
typically at mid-morning and mid-afternoon. If your network extends across more
than one time zone, peak system load might seem to you to occur at some other
time.

If you find that performance degradation is not dependent on system loading, but
happens sometimes when the system is lightly loaded, a poorly designed
transaction could be the cause. You might classify the problem initially as “poor
performance”, but be prepared to reconsider your classification later.

The following are some individual symptoms that could contribute to your perception
that CICS is running slowly:

» Tasks take a long time to start running.

* Some low priority tasks will not run at all.

» Tasks start running, but take a long time to complete.
* Some tasks start running, but do not complete.

* No output is obtained.

» Terminal activity is reduced, or has ceased.

Some of these symptoms do not, in isolation, necessarily mean that you have got a
performance problem. They could indicate that some task is in a loop, or is waiting
on a resource that is not available. Only you can judge whether what you see
should be classified as “poor performance”, in the light of all the evidence you have.

You might be able to gather more detailed evidence by using the tools and
techniques that CICS provides for collecting performance data. The following is a
summary of what is available:

» CICS statistics. You can use these to gather information about the CICS system
as a whole, without regard to tasks.

» CICS monitoring. You can use this facility to collect information about CICS
tasks.

» CICS tracing. This is not a specific tool for collecting performance data, but you
can use it to gather detailed information about performance problems.

For guidance about using these tools and techniques, and advice about

performance and system tuning in general, see{What to investigate when analyzind
in the CICS Performance Guide.
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You can find guidance about identifying specific performance bottlenecks in your
CICS system in [Chapter 9, “Dealing with performance problems,” on page 159

A task fails to start

If a task fails to start, look first in the CSMT and CSNE logs for any explanatory
message. If you do not find one, the task is possibly being prevented from starting
because either the system is running at the MXT limit, the transaction is queuing for
admittance to a transaction class, or for other performance reasons.

Classify the problem tentatively as “poor performance”, and turn to |Chapter 9,
['Dealing with performance problems,” on page 159 for further guidance.

A task is running slowly

If just one task is running slowly, it is likely that the explanation lies with the task
itself. It could be in a loop, or it could periodically be entering a wait state. You need
to decide which of these possibilities is the most likely before starting systematic
problem determination. The ways that you might distinguish between waits and
Ioois are described in[“Distinguishing between waits, loops, and poor performance’]

Note: Do not overlook the possibility that the task might simply be doing
unnecessary work that does not change the final resulti—for example,
starting a skip sequential browse with large gaps between the keys, or failing
to finish one because it is holding on to resources.

A task stops running at a terminal

10

When a task stops running at a terminal, you will notice either or both of these
symptoms:

* No output is obtained at the terminal

* The terminal accepts no input

First, make sure that the task is still in the system. Use CEMT INQ TASK to check its
status, and make sure that it has not simply ended without writing back to the
terminal.

If the terminal has a display unit, check to see whether a special symbol has been
displayed in the operator information area that could explain the fault. If the
operator information area is clear, next check to see that no message has been
sent to any of the transient data destinations used for error messages, for example:

* CDBC, the destination for DBCTL related messages

» CSMT, the destination for terminal error and abend messages

* CSTL, the destination for terminal I/O error messages

* CSNE, the destination for error messages written by DFHZNAC and DFHZNEP

For details of the destinations used by CICS, see the CICS System Definition
Guide. If you can find no explanation for the problem, the fault is probably
associated with the task running at the terminal. These are the possibilities:

* The task is in a wait state.
* The task is in a loop.
* There is a performance problem.
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Read [‘Distinguishing between waits, loops, and poor performance” on page 12| to
find out which of these is the most likely explanation. You can then read to the
appropriate section for advice about dealing with the problem.

A transaction has abended

If the transaction abended when you ran your application, CICS gives you an error
message on your screen as well as a message on the CSMT log.

Use the CMAC transaction or look in CICS Messages and Codes for an explanation
of the message, and, perhaps, advice about what you should do to solve the
problem. If the code is not there, or the explanation or advice given is not sufficient
for you to solve the problem, turn to [Chapter 4, “Dealing with transaction abend|
lcodes,” on page 25

You have obtained some incorrect output

Incorrect output might be regarded as any sort of output that you were not
expecting. However, use the term with care in the context of problem determination,
because it might be a secondary effect of some other type of error. For example,
looping could be occurring if you get any sort of repetitive output, even though that
output is not what you had expected.

Also, CICS responds to many errors that it detects by sending messages. You
might regard the messages as “incorrect output”, but they are only symptoms of
another type of problem.

If you have received an unexpected message, and its meaning is not at first clear,
use the CMAC transaction or look in CICS Messages and Codes for an
explanation. It might suggest a simple response that you can make to the message,
or it might direct you to other sources of information for further guidance.

These are the types of incorrect output that are dealt with in this information:
* Incorrect trace or dump data:

— Wrong destination

— Wrong type of data captured

— Correct type of data captured, but the data values were unexpected
* Wrong data displayed on the terminal.

You can find advice about investigating the cause of any of these types of incorrect
output in [Chapter 10, “Dealing with incorrect output,” on page 167.|

A storage violation has occurred

When CICS detects that storage has been corrupted, this message is sent to the
console:

DFHSMO0102 applid A storage violation (code X'code') has been detected by
module modname.

If you see this message, or you know (through other means) that a storage violation
has occurred, turn to [Chapter 11, “Dealing with storage violations,” on page 191| for
advice about dealing with the problem.

In many cases, storage violations go undetected by CICS, and you only find out
that they have occurred when something else goes wrong as a result of the overlay.
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You could, for example, get a program check because code or data has been
overlaid. You might suspect some other type of problem at first, and only after
starting your investigation find that a storage violation has occurred.

You can avoid many storage violations by enabling transaction isolation, storage
protection, and command protection.

An XRF error has occurred

If an XRF error has occurred, turn to the CICS/ESA 4.1 Problem Determination
Guide for advice on what to do.

Distinguishing between waits, loops, and poor performance

Waits

Waits, loops, and poor performance can be quite difficult to distinguish, and in some
cases you need to carry out quite a detailed investigation before deciding which
classification is the right one for your problem.

Any of the following symptoms could be caused by a wait, a loop, a badly tuned or
overloaded system:

* One or more user tasks in your CICS system fails to start.
* One or more tasks stays suspended.

* One or more tasks fails to complete.

* No output is obtained.

» Terminal activity is reduced, or has ceased.

* The performance of your system is poor.

Because it can be difficult to make a correct classification, consider the evidence
carefully before adopting a problem solving strategy.

This section gives you guidance about choosing the best classification. However,
note that in some cases your initial classification could be wrong, and you will then
need to reappraise the problem.

For the purpose of problem determination, a wait state is regarded as a state in
which the execution of a task has been suspended. That is, the task has started to
run, but it has been suspended without completing and has subsequently failed to
resume.

The task might typically be waiting for a resource that is unavailable, or it might be
waiting for an ECB to be posted. A wait might affect just a single task, or a group of
tasks that may be related in some way. If none of the tasks in a CICS region is
running, CICS is in a wait state. The way to handle that situation is dealt with in
FWhat to do if CICS has stalled” on page 104

If you are authorized to use the CEMT transaction, you can find out which user
tasks or CICS-supplied transactions are currently suspended in a running CICS
system using CEMT INQ TASK. Use the transaction several times, perhaps
repeating the sequence after a few minutes, to see if any task stays suspended. If
you do find such a task, look at the resource type that it is waiting on (the value
shown for the HTYPE option). Is it unreasonable that there should be an extended
wait on the resource? Does the resource type suggest possible causes of the
problem?
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Loops

You can use EXEC CICS INQUIRE TASK or EXEC CICS INQUIRE TASK LIST as
alternatives to the CEMT transaction. You can execute these commands under
CECI, or in a user program.

Use INQUIRE TASK LIST to find the task numbers of all SUSPENDED, READY,
and RUNNING user tasks. If you use this command repeatedly, you can see which
tasks stay suspended. You may also be able to find some relationship between
several suspended tasks, perhaps indicating the cause of the wait.

If it seems fairly certain that your problem is correctly classified as a wait, and the
cause is not yet apparent, turn to|Chapter 6, “Dealing with waits,” on page 49| for
guidance about solving the problem.

However, you should allow for the possibility that a task may stay suspended
because of an underlying performance problem, or because some other task may
be looping.

If you can find no evidence that a task is waiting for a specific resource, you should
not regard this as a wait problem. Consider instead whether it is a loop or a
performance problem.

A loop is the repeated execution of some code. If you have not planned the loop, or
if you have designed it into your application but for some reason it fails to terminate,
you get a set of symptoms that vary depending on what the code is doing. In some
cases, a loop may at first be diagnosed as a wait or a performance problem,
because the looping task competes for system resources with other tasks that are
not involved in the loop.

The following are some characteristic symptoms of loops:

* The ‘system busy’ symbol is permanently displayed in the operator information
area of a display unit, or stays displayed for long periods.

* The transaction abends with abend code AICA.

* CPU usage is very high, perhaps approaching 100%, yet some tasks stay
suspended or ready, but not running, for a long time.

You can check what the CPU usage is for any MVS job by using the DISPLAY
ACTIVE command at the MVS console to display the active users.

* There is reduced activity at terminals, or possibly no activity at all.

* One or more CICS regions appear to be stalled, or to be continuing only
slowly.

* No CICS messages are written to any destination, when they are expected.
* No new tasks can be started.
» Existing tasks remain suspended.
* The CEMT transaction cannot be used.
* Repetitive output obtained. Try looking in these areas:
— Terminals, and the system console.
— Temporary storage queues. You can use CEBR to browse them online.
— Data files and CICS journals.

— Trace tables, but remember that some loops are intentional—some CICS
system tasks use them, for example, to see if there is any work to be done.
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» Excessive demand for storage. If the loop contains a GETMAIN request,
storage is acquired each time this point in the loop is passed, as long as
sufficient storage to satisfy the request remains available. If storage is not also
freed in the loop, CICS eventually goes short on storage (SOS) in one of the
DSAs. You then get a message reporting that CICS is under stress in one of
these areas.

One further effect is that tasks issuing unconditional GETMAIN requests are
suspended more often as the loop continues and storage is progressively used
up. Tasks making storage requests do not need to be in the loop to be affected in
this way.

« Statistics show a large humber of automatically initiated tasks.

» Large numbers of file accesses are shown for an individual task.

Some loops can be made to give some sort of repetitive output. Waits and
performance problems never give repetitive output. If the loop produces no output,
a repeating pattern can sometimes be obtained by using trace. A procedure for
doing this is described in|Chapter 8, “Dealing with loops,” on page 141

If you are able to use the CEMT transaction, try issuing CEMT INQ TASK
repeatedly. If the same transaction is shown to be running each time, this is a
further indication that the task is looping. However, note that the CEMT transaction
is always running when you use it to inquire on tasks.

If different transactions are seen to be running, this could still indicate a loop, but
one that involves more than just a single transaction.

If you are unable to use the CEMT transaction, it may be because a task is looping
and not allowing CICS to regain control. A procedure for investigating this type of
situation is described in[*What to do if CICS has stalled” on page 104

Consider the evidence you have so far. Does it indicate a loop? If so, turn to
[Chapter 8, “Dealing with loops,” on page 141,|where there are procedures for
defining the limits of the loop.

Poor performance

14

A performance problem is considered to be one in which system performance is
perceptibly degraded, either because tasks fail to start running at all, or because
they take a long time to complete once they have started.

In extreme cases, some low priority tasks may be attached but then fail to be
dispatched, or some tasks may be suspended and fail to resume. The problem
might then initially be regarded as a wait.

If you get many messages telling you that CICS is under stress, this can indicate
that either the system is operating near its maximum capacity, or a task in error has
used up a large amount of storage—possibly because it is looping.

You see one of the following messages when CICS is under stress in one of the
DSAs:

DFHSMO0131 applid CICS is under stress (short on storage below 16MB)

DFHSMO0133 applid CICS is under stress (short on storage above 16MB)
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If there is no such indication, see [Chapter 9, “Dealing with performance problems,’]

on page 159 for advice on investigating the problem. However, before doing so, be
as sure as you can that this is best classified as a performance problem, rather

than a wait or a loop.

Poor application design

If you have only a poorly defined set of symptoms that might indicate a loop, or a
wait, or possibly a performance problem with an individual transaction, consider the
possibility that poor design might be to blame.

An example of poor application design is given here, to show how this can give rise
to symptoms which were at first thought to indicate a loop.

Environment:
CICS and DL/I using secondary indexes. The programmer had made
changes to the application to provide better function.

Symptoms:
The transaction ran and completed successfully, but response was erratic
and seemed to deteriorate as the month passed. Towards the end of the
month, the transaction was suspected of looping and was canceled. No
other evidence of looping could be found, except that statistics showed a
high number of 1/Os.

Explanation:
The programmer had modified the program to allow the user to compare on
the last name of a record instead of the personnel number, which it had
done in the past. The database was the type that grew through the month
as activity was processed against it.

It was discovered that in making the change, the program was no longer
comparing on a field that was part of the key for the secondary index. This
meant that instead of searching the index for the key and then going
directly for the record, every record in the file had to be read and the field
compared. The structure of the source program had not changed
significantly; the number of database calls from the program was the same,
but the number of 1/0Os grew from a few to many thousands at the end of
the month.

Note that these symptoms might equally well have pointed to a performance
problem, although performance problems are usually due to poorly tuned or
overloaded systems, and affect more than just one transaction. Performance
problems tend to have system wide effects.

Classifying problems by functional area

In addition to the RETAIN classifications used by the IBM Support Centers, the
following types of problem also belong in classes of their own:

* XRF errors (see the CICS/ESA 4.1 Problem Determination Guide)

« EXCI problems (see |Chapter 12, “Dealing with external CICS interface (EXCI)|
[problems,” on page 201)

MRO problems (see |Chapter 13, “Dealing with MRO problems,” on page 203[)
. Loi manaier problems (see |Chapter 14, “Dealing with log manager problems,”|

on page 205)

+ Java and EJB problems (see[Dealing with CICS enterprise bean problems|in
Java Applications in CICS)
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- Storage violations (see|Chapter 11, “Dealing with storage violations,” on page|
191)

Whereas XRF, EXCI, and MRO errors can easily be classified in a straightforward
way, confirming that you have a storage violation can be difficult. Unless you get a
CICS message stating explicitly that you have a storage violation, you could get
almost any symptom, depending on what has been overlaid. You might, therefore,
classify it initially as one of the RETAIN symptom types described in [‘Usin
|symptom keywords as a basis for classifying problems” on page 7.|

What to do next

If you have already decided that you should refer the problem to the IBM Support
Center, you can find advice about dealing with the Center in [Chapter 20, “IBM
|program support,” on page 305.|
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Chapter 3. Sources of information

You should find some of the following sources of information useful in problem
determination.

[Your own documentation’]

[‘Product information’]

« [‘Source listings and link-edit maps”|

[‘Abend codes and error messages” on page 18|
[‘Symptom strings” on page 18|

[‘Change log” on page 18|

* |'Dumps” on page 18|

- [Statistics” on page 15|

* ["Monitoring” on page 19|

« [Transaction inputs and outputs” on page 20|
+ [“Traces” on page 21|

Your own documentation

“Your own documentation” is the collection of information produced by your
organization about what your system and applications do and how they do it.

How much of this kind of information you need depends on how familiar you are
with the system or application, and could include:

* Program descriptions or functional specifications

* Record layouts and file descriptions

* Flowcharts or other descriptions of the flow of activity in a system
» Statement of inputs and outputs

» Change history of a program

» Change history of your installation

» Auxiliary trace profile for your transaction

 Statistical and monitoring profile showing average inputs, outputs, and response
times.

Product information

Product information can refer to the CICS Information Center, or libraries for any
other products you use with your application.

Make sure that the level of any documentation you refer to matches the level of the
system you are using. Problems often arise through using either obsolete
information or information about a level of the product that is not yet installed.

Source listings and link-edit maps

Include the source listings of any applications written at your installation with your
set of documentation. (They often form the largest single element of documentation.
Large installations with thousands of programs might prefer to keep such listings on
microfiche or CD-ROM.)
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Make sure you include the relevant linkage-editor output with your source listings to
avoid wasting time trying to find your way through a load module with an out-of-date
link map. Be sure to include the JCL at the beginning of your listings, to show the
libraries that were used and the load library in which the load module was placed.

Abend codes and error messages

Messages are sent to several transient data destinations, for example:
e CSMT for terminal error and abend messages

* CSNE for messages issued by DFHZNAC

» CSTL for terminal 1/0O error messages

« CDBC for messages concerning DBCTL

» CSFL for file control messages.

For a list of the destinations used by CICS, see the CICS System Definition Guide.
Use a copy of the appropriate messages and codes documentation to look up any
messages whose meaning you do not know. All CICS messages and codes are
documented in CICS Messages and Codes. Make sure that you also have some
documentation of application messages and codes for programs that were written at
your installation.

Symptom strings

CICS produces symptom strings in CICS system and transaction dumps and in
message DFHMEO0116.

The symptom string provides a number of keywords that can be directly typed in
and used to search the RETAIN database. If your installation has access to the IBM
INFORMATION/ACCESS licensed program, 5665-266, you can search the RETAIN
database yourself. If you report a problem to the IBM Support Center, you are often
asked to quote the symptom string.

Although the symptom string is designed to provide keywords for searching the
RETAIN database, it can also give you significant information about what was
happening at the time the error occurred, and it might suggest an obvious cause or
a likely area in which to start your investigation.

Change log
The information in the change log can tell you of changes made in the data
processing environment that may have caused problems with your application
program. To make your change log most useful, include the data concerning
hardware changes, system software (such as MVS and CICS) changes, application
changes, and any modifications made to operating procedures.

Dumps

Dumps are an important source of detailed information about problems. Whether
they are the result of an abend or a user request, they allow you to see a snapshot
of what was happening in CICS at the moment the dump is taken.

[Chapter 17, “Using dumps in problem determination,” on page 255/ contains
guidance about using dumps to locate problems in your CICS system. However,
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because they do only provide a “snapshot”, you may need to use them in
conjunction with other sources of information relating to a longer period of time,
such as logs, traces, and statistics.

Statistics

Statistics are often overlooked as a source of debugging information, but those that
relate to an application program can help solve problems.

It is useful to have a statistical profile (as mentioned in[“Your own documentation’]

on page 17) to use for problem determination. If you compare the information in the

profile with the statistical information produced by CICS, any differences you find
might indicate the source of a problem.

Statistics are most often used in system tuning and diagnosis, but they also contain
information that can indicate problems with the way your application handles
resources. For example, you may notice from these statistics that tables are being
loaded, or programs linked, for which there is no known requirement.

You can also use statistics to check terminals, files, queues, and so on for
irregularities in their activity. For example, if a terminal has a number of errors
recorded for a particular transaction that equal the number of times that transaction
was run, this may indicate that an incorrect data stream is being sent to that
terminal. See in the CICS Performance Guide for more information

about using statistics.

Monitoring

You can use CICS monitoring to provide information for debugging applications. In
addition to the system-defined event monitoring points (EMPs) that already exist
within CICS code itself, you can define user event monitoring points in your own
application programs by using the EXEC CICS MONITOR POINT command.

At a user EMP, you can add your own data (up to 256 counters, up to 256 clocks,
and a single character string of up to 8192 bytes) to fields reserved for you in
performance class monitoring data records. You could use these extra EMPs to
count how many times a certain event happens, or to time the interval between two
events. Your definitions in the Monitoring Control Table (MCT) specify the type and
number of fields that are available for your use within each task’s performance
record. For further information on the MCT see the CICS Resource Definition
Guide. See the CICS Application Programming Reference for programming
information on syntax and options of the MONITOR POINT command.

When your monitoring data has been collected, you can read it into a database
using, for example, the Service Level Reporter Version 2 (SLR II).

See the CICS Performance Guide for guidance about choosing performance tools.

See CICS Supplied Transactions for information about the transactions needed to
invoke them.
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Transaction inputs and outputs

Terminal data

Transaction inputs and outputs can be divided into the following areas:
* Terminal data

» Transient data and temporary storage

* Passed information

* Files and databases

Terminal data is very important in solving problems, because it can help you
determine what data was entered just before the transaction failed, and if there is
any output.

The more you know about the information that was input at the terminal on which
the transaction failed, the better your chance of duplicating the problem in a test
environment. However, this information may not be precise, especially if there are
many fields on the input screen. You are recommended to provide a quick and easy
way for terminal operators to report problems, so that they can report the error
while they can still see the data on the screen (or at least remember more clearly
what it was).

The output from a transaction is sometimes easier to capture. If you have a locally
attached printer, you can make a copy. (The problem may be that the printer output
is incorrect.)

The items to look for on the input side are:

* Were all necessary input fields entered?

* Were the contents of the input fields correct?

* Which transmit key was used, (that is ENTER, a PF key, or a PA key) ?

On the output screen, check the following points:

1. Do all the required fields contain data?

2. Is the data correct?

3. Is the screen format as it was designed?

4. Are there any non-display fields used to pass data that may not be protected?

Transient data and temporary storage

If the program explicitly uses any transient data or temporary storage queues,
inspect them to see if their content is what you expect. You can use the
CICS-supplied transaction, CEBR, to inspect temporary storage queues in some
detail.

See CICS Supplied Transactions for information about this transaction.

Even if the program does not use queues, look at the system queues for CEMT (or
your site replacement) and CSTL (and CDBC if you use DBCTL) to see if there are
any relevant messages.

The things you might want to look for in the queues are:
1. Are the required entries there?
2. Are the entries in the correct order?

20 Problem Determination Guide



3. Is the queue being written the same one that is being read?

Passed information

Be particularly careful when you are using the common work area (CWA) because
you only have one area for the entire system. A transaction may depend on a
certain sequence of transactions and some other program may change that
sequence.

If you are using the CWA, you must also know if your CICS is split into multiple
MRO regions because there is an independent CWA for each MRO region.

Terminal user areas can have problems because the area is associated with a
terminal and not a particular transaction.

If you are using tables in the CWA, remember that there is no recovery; if a
transaction updates the table and then abends, the transaction is backed out but
the change is not.

Files and databases

Files and databases are often the main source of transaction input and output; you
should always investigate both these areas whenever a program is having
problems.

To do this, you need to use the appropriate utilities and diagnostic tools for the data
access methods that you have at your installation.

Check the various indexes in files and databases. If you have more than one
method of accessing information, one path may be working well but another path
may be causing problems.

When looking through the data in files, pay particular attention to the record layout.
The program may be using an out-of-date record description.

Traces

CICS provides a tracing facility that enables you to trace transactions through the
CICS components as well as through your own programs. CICS auxiliary trace
enables you to write trace records on a sequential device for later analysis.

For information about the tracing facilities provided by CICS, read [Chapter 15,
[‘Using traces in problem determination,” on page 223
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Part 2. Dealing with the problem

This part describes how to approach a variety of problems in CICS, including
abends, loops and waits.

© Copyright IBM Corp. 1997, 2011
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Chapter 4. Dealing with transaction abend codes

When a CICS transaction abends (ends abnormally), a transaction abend message
and an abend code of four alphanumeric characters are sent to CSMT, the CEMT
transient data destination (or your site replacement).

This is an example of what the message looks like:
DFHAC2006 date time applid Transaction tranid program program name abend primary abcode at termid.

The message contains several vital pieces of information. It identifies the
transaction (tranid) that failed, and the program (program name) that was being
executed when the failure was detected. Most importantly, it gives you the abend
code (abcode), indicating the nature of the error.

The transaction abend can originate from several places, and the method you use
for problem determination depends on the source of the abend. The procedures are
described in the sections that follow. As you go through them, you might like to use
the worksheet that is included at the end of this section to record your findings
(‘Worksheet for transaction abends” on page 35).

Collecting the evidence

You should find all the evidence you need to investigate the transaction abend in
the information sent to the various transient data queues for error messages, and in
the transaction dump.

1. Check the transaction dump to find information about the transaction abend.
CICS produces a symptom string as part of the transaction dump. The symptom
string gives some details about the circumstances of the transaction dump. It
might show, for example, that the dump was taken because the transaction
abended with the abend code ASRA. If you refer the problem that caused the
dump to be taken to the IBM Support Center, they will use the symptom string
to search the RETAIN database for problems similar to it. For an introduction to
symptom strings and their contents, see ['Symptom strings” on page 18

If no transaction dump has been produced, it is possible that transaction
dumping has been suppressed for the transaction (via the transaction definition),
or the dump code entry in the transaction dump code table suppresses
dumping. For guidance about changing the dumping options so that you get a
transaction dump, see [Chapter 17, “Using dumps in problem determination,” on|
2. Check the CSMT log. The transaction abend code and the abend message are
recorded in the log. Make a note, too, of any other messages you find there that
might relate to the abend, as they could provide additional valuable evidence.

3. Check to see if any relevant messages have been sent to the transient data
destinations used by CICS to record messages. Look in particular for any
messages about files, terminals, or printers that you might be attempting to use.

For a list of destinations used by CICS, see the CICS System Definition Guide.

What the abend code can tell you

The first thing that the transaction abend code can indicate is whether or not this
was a CICS abend. CICS transaction abend codes begin with the letter “A”. A user
program or another product might also use abend codes beginning with “A”.
However, if the transaction abend code begins with anything other than “A”, it is an
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abend code belonging to a user program or to some other product. For the sake of
convenience, all such non-CICS abend codes are referred to in this section as user
abend codes.

For detailed information and a full list of the transaction abend codes used by CICS
and by other IBM products, see CICS Messages and Codes.

If you have received a user abend code, it can still be difficult to find out which
program is responsible for it unless you have adequate documentation. For this
reason, it is good practice for all programmers who issue abends from within their
programs to document the codes in a central location at your installation.

As far as vendor products are concerned, the documentation includes, in most
cases, a list of abend codes that are issued from the programs making up the
products. This list, together with the documentation for your internal applications,
should make it possible for you to find what caused the abend. If it is not clear why
the user abend was issued, you might need to describe the problem to the owner of
the program.

Transaction abend codes — AICA, ASRA, ASRB, ASRD and AEYD
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The abend codes AICA, ASRA, ASRB, ASRD and AEYD are dealt with separately
because special procedures apply to them.

If your abend code is something other than these, use the procedures in
lstatement identification” on page 294 to find the last command that was executed,
and then turn to|“Analyzing the problem further’ on page 35| The best source of
information on CICS abends can be found in CICS Messages and Codes. It
contains a section that lists all transaction abend codes issued by CICS. There is
an explanation of why the code was issued, followed by details of system and user
actions. The same information is available online, using the CICS-supplied
messages and codes transaction, CMAC.

If, after reviewing the material in CICS Messages and Codes you cannot find the
cause of the problem, continue with the procedures outlined in|[Chapter 4, “Dealing
with transaction abend codes,” on page 25.|

AICA abends

If your transaction terminated with abend code AICA, the transaction is likely to
have been in a loop. You can find detailed guidance about dealing with loops in
[Chapter 8, “Dealing with loops,” on page 141.|

ASRA abends

CICS issues an ASRA abend code when it detects that a program check has
occurred within a transaction. Program checks can occur for a wide variety of
reasons, but you can find the nature of the error from the program interrupt code in
the program status word (PSW). The PSW is used by the machine hardware to
record the address of the current instruction being executed, the addressing mode,
and other control information. The PSW gives you the address at which the
program check occurred, and so it represents a record of the circumstances of the
failure.
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ASRB abends

A transaction can abend with an abend code of ASRB when a program issues the
MVS ABEND macro. For example, BDAM issues this ABEND macro when it detects
errors, rather than sending a return code to the calling program. CICS is notified
when an MVS abend occurs, and in turn issues an ASRB abend code for the
transaction.

Use the procedures outlined in [“Locating the last command or statement” on page]

to find the origin of the abend in your program. That information, together with
the description and procedures for ASRB abends given in CICS Messages and
Codes, should be sufficient for you to solve the problem.

ASRD abends

A transaction abends with code ASRD if:
* An application program attempts to invoke CICS macros.
» An application program attempts to access the CSA or TCA.

* An application program issues an EXEC CICS ADDRESS CSA command, and
attempts to access storage addressed by the pointer that is returned.

Any of the above causes a program check that CICS diagnoses as an ASRD
abend, rather than the usual ASRA abend. You can use the information in the PSW
to investigate the cause of an ASRD abend.

AEYD abends

If command protection is activated by the CMDPROT(YES) option in the system
initialization table (SIT), the AEYD transaction abend can occur. CICS terminates a
transaction with this code when an output parameter of an EXEC CICS command
addresses storage that the issuing transaction could not itself directly overwrite.

At the time of the abend, register 2 points to the parameter area containing the
invalid address. The trace should include an exception trace entry created by
DFHEISR. This entry should identify the parameter in error. If the abend is handled,
EXEC CICS ASSIGN ASRASTG, ASRAKEY, ASRASPC, and ASRAREGS can give
additional information.

To prevent a recurrence of the abend, it is recommended that you correct the
program code. Alternatively, changing one or more of the following options may
alleviate the problem:

« EXECKEY in the program definition, if storage protection is active
« TASKDATAKEY in the transaction definition
* |SOLATE in the transaction definition, if transaction isolation is enabled

For further information, see |“Avoiding storage violations” on page 191 |

Finding where a program check occurred

When a transaction abends with code ASRA or ASRD, the first thing you need to do
is find out where the program check occurred. CICS will have attempted to
establish this for you.

A record of the program in error and the offset of the program check within the
program load module are contained in the following places:
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Message DFHAP0001 or DFHSR0001, which will have preceded the abend

The transaction abend control block (TACB) which will have been created to
describe the abend

Exception trace point ID AP 0781 for an ASRA abend or AP 0783 for an ASRD
abend.

See r‘lnterpreting transaction dumps” on page 290.|

1.

Find the offset of the program check within the program load module. The offset
indicates the point in the program at which the program check occurred. Note
that the offset is derived from the PSW next sequential instruction address and
so may indicate the instruction after the one that failed.

+ If the offset is not X'FFFFFFFF', go to [What type of program check|
foccurred?” on page 29|

 If the offset is X'FFFFFFFF', continue following the steps.

When the offset is X'FFFFFFFF', CICS was unable to establish the location of
the program check. Use the PSW to obtain the next sequential instruction
address.

The PSW can be found in the following places:
e The TACB for the abend
* At the head of the formatted transaction dump

« Within the kernel error data block traced by exception trace point IDs AP
0781 or AP 0783

Note down the start and end addresses of the different program areas in the
transaction dump. Is the next sequential instruction address from the PSW in
any of the programs? If so, then that is the program in which the interrupt
occurred. Use the procedure described in[‘Locating the last command or]
[statement” on page 293 to identify the last command executed.

If the address is outside all of the programs, one of two things is likely to have
happened.

* The program in which the program check occurred was running on your
behalf (for example, VSAM or DL/I), but not under CICS control. This is
usually caused by incorrect parameters being passed to the program, or
parameters being passed in the wrong sequence. These are usually caught
and flagged with an appropriate return code, but certain combinations can
cause problems.

* Your program might have taken a “wild” branch into some other piece of
storage. If the address from the PSW ends in an odd number, this is probably
the case, as valid instructions are always on an even address. The address
could be within the CICS address space, or anywhere else in virtual storage.

Often, a wild branch is taken to address zero, because the register that
should contain the branch address is set to zero. The PSW usually contains
address X'00000004' after such a branch has occurred.

Check the register contents to see whether any of them contains the next
sequential instruction address from the PSW, or something close to it. This
might help you find out how you got to the wrong address.

If the PSW does point to an instruction in one of your programs, the next thing

to consider is the type of program check that occurred. Otherwise, turn directly
to [‘Analyzing the problem further” on page 35.|
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What type of program check occurred?

Knowing what type of program check occurred can be helpful in finding the cause
of the error. This is indicated by the program interrupt code (PIC), which you can
find in the PSW at the start of the transaction dump.

You can find information about the PSW in ESA/370 from the IBM Enterprise
Systems Architecture/370 Principles of Operation.

PIC PIC explanation
1 Operation exception—incorrect operation attempted.

Some possible causes
» Overlaid program
» Overlaid register save area, causing incorrect branch

* Resource unavailable, but program logic assumed valid address returned
and took inappropriate action

* Incorrect branch to data that contains no instruction known to the

machine
* In an assembler-language program, a base register was inadvertently
changed
2 Privileged operation—this program is not authorized to execute this
instruction.

Some possible causes
* Incorrect branch to this code; may be due to:
— Overlaid register save area
— Program overlaid by data that contains the privileged operation code
3 Execution exception—you are not allowed to EXECUTE an EXECUTE
instruction.
Some possible causes
 Incorrect branch to this code
* Incorrect register contents; may be due to:
— Overlaid register save area
— Program overlaid by data that contains the incorrect instruction
— Incorrect program logic

4 Protection exception—read or write access violation has occurred.

Some possible causes

» Resource unavailable, and return code not checked. Program logic
assumed valid address returned and took inappropriate action.

* Incorrect interface parameters to some other program or subsystem (for
example, VSAM or DL/I).

* Overlaid register save area, causing incorrect reference to data.

* In an assembler-language program, incorrect initialization or modification
of a register used to address data.

» Attempt to access internal control blocks illegally or use a CICS system
or application programming macro call.
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« Attempt to write to storage for which the application does not have an
adequate key. For example, in a CICS system with storage protection, an
application running in USER key attempts to write to the CDSA, the
ECDSA or the ERDSA.

» Attempt to write to the ERDSA or RDSA when PROTECT is specified for
the RENTPGM parameter.

* Attempt to read or write to another transaction’s storage. For example, in
a system running with transaction isolation, a program executing in
USER key may suffer a protection exception when attempting to access
the USER key task-lifetime storage of another transaction.

» Storage, passed to CICS as an output parameter through the EXEC
interface, that is not addressable by the application issuing the call. The
transaction is abended AEYD, and the PSW shows that a protection
exception has occurred.

5 Addressing exception—the address that you referenced is not available or
is not valid.
Some possible causes
* Incorrect register contents; may be due to:
— Overlaid register save area.
6 Specification exception—incorrect format of an instruction or invalid
registers.
Some possible causes
* Overlaid program
* Incorrect field lengths used in packed decimal multiply and divide
instructions
» Branch to an odd-numbered address, caused by an overlaid register
save area
7 Data exception—data invalid in a packed or signed display decimal
operation. One, or possibly both, of the operands contain data not suitable
for the instruction.
Some possible causes
* Incorrect input data (often because blanks have been used where
numeric data is expected)
* Overlaid data
* Overlaid register save area, causing an incorrect branch
* Incorrect program logic, execution of code with uninitialized variables
* Wrong length
8 through F

Arithmetic exceptions, such as divide checks, overflow, and underflow. They
differ in the form of arithmetic that was being used—binary, packed decimal,
or floating point.

Some possible causes

* Incorrect user data

* Overlaid data areas

» Overlaid register save area, causing incorrect reference to data

10 and above
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Dealing with arithmetic exceptions

If the program check was due to an arithmetic error (interruption codes 7 through
F), you need to find the operands used in the last instruction.

1. Use the procedure described in section |“Locating program data” on page 295| to
locate the fields.

2. Check that the operands are valid. You need to know a little about the type of
arithmetic being done, so that you can verify the operands are correct. The
interrupt you received tells you what sort of arithmetic the system was doing
(binary, packed decimal, or floating point), but you need to determine if that is
what you had intended to do. You might need to consult a programming
language manual if you have any queries about this.

3. When you have identified the operands, you need to decide where the problem
is.

Questions to consider include:
¢ Has the data been overlaid?
* Has the value been changed by faulty logic?

* Does the data type not match the operation type? For example, if you define
the variable as being packed decimal and then you read in binary
information, this causes a ‘data exception’ error.

Dealing with protection exceptions

Storage protection, transaction isolation, and command protection are facilities that
add data integrity by highlighting application errors. The use of these facilities
greatly reduces the number of abends that appear to be CICS problems.

With the storage protection facility, there are further situations in which a protection
exception (interrupt code 4) may occur:

* An attempt is made to write to the CDSA, ECDSA, or ERDSA, when storage
protection is active and the application is running in user key

* An attempt is made to write to the ERDSA or RDSA when PROTECT is specified
for the RENTPGM system initialization parameter.

If transaction isolation (for which storage protection is a prerequisite) is enabled,
additional situations can occur:

» A transaction, defined with ISOLATE(YES), is executing a USER key program
and attempts to read or write to another transaction’s USER key task-lifetime
storage in the UDSA or EUDSA.

* A transaction, defined with ISOLATE(NO), is executing a USER key program and
attempts to read or write to another transaction’s USER key task-lifetime storage
in the UDSA or EUDSA, but the second transaction is defined with
ISOLATE(YES). (For a full description of the transaction isolation facility and its
use, see the CICS Resource Definition Guide.)

If any of these events occurs, CICS abnormally terminates the transaction with
abend code ASRA and issues message DFHSR0622 which identifies the DSA over
which the program attempted to write. This information is in the TACB and is traced
by exception trace point ID AP 0781. It is also useful to know the execution key of
the program at the time of the protection exception and whether the program was
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executing in a subspace (CDSA, ECDSA, RDSA, ERDSA, UDSA, or EUDSA). This
appears in the TACB, exception trace point ID AP 0781 and at the head of the
formatted transaction dump.

If the command protection facility is enabled, a protection exception can occur if
storage, passed to CICS as an output parameter through the EXEC interface, is not
accessible for READ/WRITE by the program issuing the command. The program is
passing to CICS storage that it cannot itself update, but it requires CICS to update
the storage. The transaction terminates abnormally with abend code AEYD. CICS
creates an exception trace entry AP 0779 and saves relevant data in the TACB that
is formatted at the beginning of the transaction dump.

It is still possible for CICS to abend when the problem is in the application. For
example, command protection only checks output parameters and does not prevent
the passing of fetch-protected storage as an input parameter to CICS. When CICS
attempts to read such storage, an ASRA abend occurs.

Causes of protection exceptions

CICS storage protection is intended to prevent application programs erroneously
overwriting CICS programs and control blocks. The occurrence of a protection
exception in a new program running in a system with storage protection active
probably indicates an error in the application program. However, when existing
programs which need to be defined with EXECKEY(CICS) are first migrated to a
system with storage protection active, protection exceptions may well occur.

Any application program causing a protection exception when defined with
EXECKEY(USER) must be examined to determine why it is attempting to modify
storage that it is not allowed to modify. Its definition should be changed to
EXECKEY(CICS) only if it is determined that the application program is legitimately
accessing CICS key storage, and the exception is not the result of an application
error.

Programs might also be incorrectly link-edited as reentrant, and, as a result, loaded
by CICS into one of the read-only DSAs (RDSA, ERDSA). When such an
incorrectly defined program attempts to modify itself, or another program tries to
modify it, a protection exception occurs. The program should be checked to see
whether it should be redefined as non-reentrant, or whether the program should be
changed to be truly reentrant. The protection exception might indicate that the
program uses poor programming techniques that could result in other problems if
uncorrected.

Transaction isolation
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Transaction isolation protects the data associated with a user transaction from being
overwritten by EXECKEY(USER) programs invoked by other user transactions.

If transaction isolation is active, the occurrence of a protection exception in a new
transaction indicates a probable error in the transaction or program definition. An
interdependency may exist between two or more transactions. In a system running
without transaction isolation, a transaction can read or write to the task-lifetime
storage of another transaction. The IBM CICS Interdependency Analyzer for z/OS
helps to identify potential dependencies. Ideally such interdependencies should be
removed. If interdependencies cannot be removed, define all affected transactions
with ISOLATE(NO). For further details about defining transactions, see the CICS
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Resource Definition Guide. For more information about the CICS Interdependency
Analyzer, see the CICS Interdependency Analyzer for z/OS User's Guide and
Reference.

Command protection

Command protection prevents CICS from updating storage if the storage address is
passed as a command output parameter by a transaction that is not authorized to
update that storage.

The transaction terminates with abend code AEYD. The exception trace entry AP
0779 supplies details of the failing program and command. When migrating to a
system with command protection enabled, EXEC commands that pass unauthorized
storage are identified and can be corrected.

Possible causes of protection exceptions referencing CICS DSAs

The following list summarizes some of the causes of protection exceptions that can
occur in user key programs

 Issuing an MVS macro request. Most MVS macros and services are not
supported in EXECKEY (USER) application programs. Use of unsupported
macros and services may cause a failure if these macros or services attempt to
reference MVS storage outside the CICS DSAs.

* Referencing storage obtained by an MVS GETMAIN request or another MVS
macro. MVS storage obtained by these methods resides outside the CICS DSAs,
and is therefore protected from user key programs.

» Using PL/I statements, COBOL verbs or compiler options that are not permitted
in CICS application programs (see the the CICS Application Programming Guide
for details of prohibited language statements and compiler options). For example,
the use of CALL with the RES compiler option, or a verb such as INSPECT, may
also cause MVS storage outside the CICS DSAs to be obtained or updated (such
storage is protected from user-key programs).

In previous releases of CICS, these may have worked, or at least may not have
caused the application to fail. However, the use of these statements and options
can have other effects on the overall execution of the CICS system, and should
be removed where possible.

* Modifying the CWA when CWAKEY=CICS is specified as a system initialization
parameter. In a user key program, this is an invalid reference to storage allocated
from the CDSA or ECDSA.

* Modifying the TCTUA when TCTUAKEY=CICS is specified as a system
initialization parameter. In a user key program this is an invalid reference to
storage allocated from the CDSA or ECDSA.

* Issuing EXEC CICS EXTRACT EXIT command and attempting to update an exit

program’s global work area. In a user key program this is an invalid reference to
storage allocated from the CDSA or ECDSA.

Note: If you are using CSP/AD, CSP/AE, or CSP/RS, you must ensure that the
definitions for programs DCBINIT, DCBMODS, DCBRINIT and DCBNCOP
specify EXECKEY(CICS). These are all examples of programs that modify
global work areas set up by global user exit programs.

+ If you are using DB2® and you use the DB2 message formatting routine
DSNTIAR, which is link-edited with your application programs, you should apply
the PTF for DB2 APAR PN12516, and relink-edit the applications using DSNTIAR
so that they may run in user key. If the applications are not re-link-edited after
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this PTF is applied, they will have to run in CICS key. As a first step, until you
have applied this PTF, you can define the applications which use DSNTIAR with
EXECKEY(CICS).

Protection exceptions referencing the read-only DSAs

Protection exceptions occurring in programs resident in the ERDSA and RDSA are
caused by the program not being truly reentrant. It might be that the program
should not be defined as reentrant, or it might be that the program should be
reentrant but is using poor coding techniques which should be corrected rather than
making the program non-reentrant.

For example:

» Using static variables or constants for fields which are set by CICS requests. For
example, in assembler coding, if the LENGTH parameter for a retrieval operation
such as EXEC CICS READQ TS is specified as a DC elsewhere in the program,
a constant is set up in static storage. When CICS attempts to set the actual
length into the data area, it causes a protection exception if the program is in the
ERDSA or RDSA.

In some cases, for example EXEC CICS READ DATASET INTO () LENGTH() ...,
the LENGTH value specifies the maximum length that the application can accept,
and is set by CICS to contain the actual length read on completion of the
operation. Even if the program does not have RENT specified, using a variable in
the program itself for this length could cause problems if the program is being
executed concurrently for multiple users. The first transaction may execute
correctly, resulting in the actual record length being set in the LENGTH
parameter, which is then used as the maximum length for the second transaction.

» Defining a table with the RENT attribute and then attempting to initialize or
update the table during CICS execution. Such a table should not be defined as
RENT.

« Defining BMS mapsets as RENT can cause a protection exception, if CICS
attempts to modify the mapsets. In some cases, CICS needs to modify BMS
mapsets during execution. Mapsets should not be link-edited with the RENT
attribute. BMS mapsets should be loaded into CICS key storage (because they
should not be modified by application programs) which means they must not be
link-edited with the RENT attribute. (Partition sets are not modified by CICS and
can be link-edited with the RENT attribute.)

Protection exceptions referencing the UDSA and EUDSA
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In a system running with transaction isolation enabled, protection exceptions can
occur in programs with EXECKEY (USER).

Such an exception is caused by one transaction using a USER-key program to read
or write to the USER key task-lifetime storage of another transaction. This may
highlight a program error or an interdependency between two transactions. The IBM
CICS Interdependency Analyzer for z/OS tool can help to identify potential
transaction interdependencies. Examples of transaction interdependencies are:

» A transaction may use EXEC CICS GETMAIN to obtain storage, and pass the
address of the storage to other transactions. Access to this storage by one of
these other transactions causes a protection exception if transaction isolation is
enabled, unless both affected transactions are defined with ISOLATE(NO).
Storage to be shared in this manner should be acquired by a GETMAIN with the
SHARED option. This is preferable to defining the transactions with
ISOLATE(NO).
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* A transaction may attempt to post an ECB that exists in another transaction’s
task-lifetime storage. ECBs should be acquired by a GETMAIN from shared
storage. Alternatively, the affected transactions should be defined with
ISOLATE(NO).

Analyzing the problem further

You should now know the point in the program at which the abend occurred, and
what the program was attempting to do.

 |If your program uses or calls other programs or systems, examine the interface
and the way you pass data to the program. Are you checking the returned
information from the other system? Incorrect logic paths based on incorrect
assumptions can give unpredictable results.

* Examine the flow of your program using tools like the Execution Diagnostic
Facility (CEDF). Check the transient data and temporary storage queues with the
CICS browse transaction (CEBR), and use the CICS command-level interpreter
and syntax checker transactions (CECI and CECS). If necessary, insert additional
statements into the program until you understand the flow.

* Look at any trace output you might have. If you have a “normal” trace output
included in the documentation, compare the two for differences.

» Define the current environment, and try to isolate any changes in it since your
program last worked. This can be difficult in large installations, because so many
people interact with the systems and slight changes can affect things that seem
unconnected.

Abends when CICS is using the DBCTL interface

If a transaction terminates abnormally while CICS is using DBCTL, you need to
determine whether CICS or IMS™ was in control at the time of the abend.

You can do this by examining the time stamps in the CICS and DBCTL traces. For
guidance about this, see the CICS IMS Database Control Guide.

If tracing was off at the time of the failure, you can find an indicator in the task local
work area for DFHDBAT. The indicator is set when CICS passes control to DBCTL,
and reset when DBCTL returns control to CICS.

To find the indicator, locate the eye-catcher for the TIE in the dump and then locate
the LOCLAREA eye-catcher that follows it. The indicator is at offset X'14' from the
start of the LOCLAREA eye-catcher. If the indicator byte is set to X'08', CICS has
passed control to DBCTL, and you should examine the IMS part of the transaction.
If the byte is set to X'00', DBCTL has returned control to CICS, and you should
investigate the CICS part of the transaction.

Worksheet for transaction abends

1. Record the abend code and messages

Find the abend code from the heading of the dump and record any pertinent
messages.

2. Is this a CICS or a USER abend code?
« If this is a USER abend code, tell the appropriate person.
+ For a CICS abend code, continue with

3. Look up the abend code
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If you need further advice, continue with 4]
4. s this an AICA abend?
If it is, read [Chapter 8, “Dealing with loops,” on page 141.|If not, continue with

5. Is this an ASRA abend?
If it is, go to step Iﬂ If not, continue with|§|
6. Is this an ASRD abend?
If it is, continue with If not, go to
7. Record the program areas from the dump.

Find the program names from the Module Index at the end of the formatted
dump. For each program, record the program name, the beginning address,
and end address.

8. Record the address of the next instruction from the PSW, or the offset
established by CICS.

9. Did the program check occur in one of the program areas listed above?
If it did, continue with If not, go to
10. Record what type of program check occurred.
You will need to record the Program Interrupt Code (PIC).
11. Find the last statement executed.
See [‘Locating the last command or statement” on page 293.
12. Was the PIC one of the arithmetic interrupts (7,8,9,A,B,C,D,E,F)?

If it was, find the contents of the operands of the last instruction (see
[program data” on page 295), and go to step[15] If not, continue with

13. Was the PIC a protection exception?
If it was, read [‘Dealing with protection exceptions” on page 31
Go to[15
14. Find the last statement executed
See [‘Locating the last command or statement” on page 293
15. Analyze the problem and the data gathered.

For most problems you should now have enough information to solve the
problem. If you still cannot find the source, recheck the following:

» Parameters to or from other programs or systems.
* Any needed resource that may not be available.

» The formatted trace, for any unexplained flow.

* The running environment, for any changes in it.

FEPI abends

For information about FEPI-associated abends in CICS or MVS, see the CICS Front
End Programming Interface User's Guide.
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Chapter 5. Dealing with CICS system abends

The purpose of this section is to give guidance about gathering essential
information about CICS system abends.

If you have not yet done so, use the CMAC transaction or look in CICS Messages
and Codes for an explanation of any message you may have received, because it
could offer a straightforward solution to your problem.

If the abend was clearly caused by a storage violation, turn directly to|Chapter 11,
[‘Dealing with storage violations,” on page 191 You know when CICS has detected
a storage violation, because it issues this message:

DFHSMO102 applid A storage violation (code X'code') has been detected by module modname.

On reading this section, you may find that the abend was due to an application

error. In this case, you need to look at the application to find out why it caused the
abend. However, if you find that a CICS module seems to be in error, you need to
contact the IBM Support Center. Before doing so, you must gather this information:

* The name of the failing module, and the module level

* The offset within the module at which the failure occurred
* The instruction at that offset

* The abend type.

This section tells you how to find out all of these things, and contains the following
topics:

« [The documentation you need’|

+ [“Interpreting the evidence” on page 38|

+ [‘Looking at the kernel domain storage areas” on page 39

+ [‘Using the linkage stack to identify the failing module” on page 44|

The documentation you need

The primary documentation you need for investigating abends is the system dump,
taken at the time the error occurred. This usually contains all the evidence needed
to find the cause of the problem.

If system dumping is permitted for the dump code, and if system dumping has not
otherwise been disabled, a system dump will have been taken when the error was
detected. You can find out which dump relates to which message, because the time
stamps and the dump IDs are the same.

If a system dump was not taken when the abend occurred, you need to find out
why. Use the procedure described in [“You do not get a dump when an abend
foccurs” on page 171, and follow the advice given there. When you are sure that
dumping is enabled for the appropriate system dump code, you need to recreate
the system abend.

You can use the interactive problem control system (IPCS) to process dumps and
view them online. See |“Formatting system dumps” on page 279| for guidance about
processing dumps using IPCS VERBEXIT parameters. The kernel domain storage
areas (formatting keyword KE) and the internal trace table (formatting keyword TR)
are likely to be the most useful at the start of your investigation.
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The formatted output for kernel domain (search for the eye-catcher ===KE) contains
summary information about the error. The internal trace table (eye-catcher ===TR)
contains the exception trace entry (if any) that was made at the time the error was
detected.

Later, you might find that storage summaries for the application, transaction
manager, program manager, dispatcher, and loader domains (formatting keywords
AP, XM, PG, DS, and LD, respectively) are also useful. In each case, level-1
formatting is sufficient in the first instance.

You can format and print the dump offline. Details of how to do this are given in the
CICS Operations and Utilities Guide.

You may need to copy the dump so that you can leave the system dump data set
free for use, or so that you have a more permanent copy for problem reporting.

Whether you look at the dump online or offline, do not purge it from the dump data
set until you have either copied it or finished with it—you might need to format other
areas later, or the same areas in more detail.

Interpreting the evidence
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The first things to look at are any messages accompanying the abend, the
exception trace entry in the internal trace table, and the symptom string at the start
of the dump.

1. Look at any messages that accompany a CICS system abend, as these can
sometimes point directly to the cause of the failure. For every case, advice
about how to react to a message is given in CICS Messages and Codes.

2. Examine the exception trace entry. The exception trace entry gives information
about what was happening when the failure occurred, and data that was being
used at the time. When a CICS system abend occurs, an exception trace entry
is made to the internal trace table and any other active trace destination. It does
not matter whether you have tracing turned on or not - the trace entry is still
made.

If the trace table contains more than one exception trace entry, it is likely that
the last one is associated with the dump. However, this might not always be the
case, and you should make sure that you have found the correct entry. Be
aware, too, that dumps can sometimes be requested without a corresponding
exception trace entry being made.

For details of trace entries, see [Chapter 15, “Using traces in problem|
[determination,” on page 223

3. Look at the symptom string in the system dump. The symptom string, similar to
the short symptom string at the beginning of a transaction dump, appears at the
beginning of a CICS system dump. It is also written to SYS1.LOGREC and is
issued as part of message DFHMEO116.

The symptom string provides a number of keywords that can be directly typed
into RETAIN and used to search the RETAIN database. The possible keywords
are shown in . The keywords are used at the IBM Support Center to
discover duplicate problems, or problems that have already been reported by
other users and for which a solution is available.

Table 2. Symptom string keywords

Keyword Meaning
PIDS/ Product ID (CICS product number)
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Table 2. Symptom string keywords (continued)

Keyword Meaning

LVLS/ Level indicator (CICS release level)
RIDS/ Module name

PTFS/ Module PTF level

MS/ Message ID reporting error

AB/ Abend code

ADRS/ Address or offset indicator

PRCS/ Return code

PCSS/ CICS jobname

ovs/ Overlaid storage

FLDS/ Name of a field associated with problem
REGS/ Software register associated with problem
VALU/ Value of a named field or register

Although the symptom string is designed to provide keywords for searching the
RETAIN database, it can also give you significant information about what was
happening at the time the error occurred, and it might suggest an obvious cause
or a likely area in which to start your investigation. Amongst other things, it
might contain the abend code. If you have not already done so, look in CICS
Messages and Codes to see what action it suggests for this abend code.

If the system is unable to gather much information about the error, the symptom
string is less specific. In such cases, it might not help you much with problem
determination, and you need to look at other parts of the dump. The kernel
domain storage summary is a good place to start.

Looking at the kernel domain storage areas

1.

Gather the following information from the kernel domain storage areas:

* A summary of tasks and their status, and whether or not they were in error
when the dump was taken.

* An error analysis report for each task currently in error.

» CICS retains information for the previous fifty errors.

* The linkage stack for each task, showing which programs have been called
and have not yet returned.

When you have this information, find out which tasks are associated with the
error.

Finding which tasks are associated with the error

You can find out which tasks are associated with the error from the kernel task
summary. This tells you which tasks were in the system when the dump was taken,
whether or not they were running, and whether they were in error.

The task summary is in the form of a table, each line in the table representing a
different task. The left-hand column of the task summary shows the kernel task
number, which is the number used by the kernel domain to identify the task. This is
not the same as the normal CICS task number taken from field TCAKCTTA of the
TCA.
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Figure 1[ shows an example of a kernel task summary with a task in error.

Kernel Domain KE_TASK Summary

===KE:

KE_NUM KE_TASK
0001 06A14928
0002 06A145A8
0003  06A14228
0004  06A23C80
0005 06A23900
0006  06A23580
0007  06A23200
0008  06A30C80
0009  06A30900
000A  06C3D400
000D  06C3D780
000E  06C3DBOO
0011  06CDAGSO
0012  06CDA400
0013  06CDA780
0014  06CDABOO
0017  06B5E580
0018  06B5FC80
001A  06CE7080

STATUS TCA_ADDR TRAN_# TRANSID DS_TASK KE_KTCB ERROR
KTCB Step 00000000 00000000 06A37240
KTCB QR 00000000 06B63000 06A3A090
KTCB RO 00000000 06B65000 06A39120
KTCB FO 00000000 06B67000 06A381B0
Not Running 00000000 06B69080 06A39120
Not Running 06C76080 00022 CSNE 06B69180 06A3A090
Not Running 00000000 06B69280 06A3A090

*#**RUNNING***00051080 00005 DBRW 06B89880 06A3A090 *YES*
Not Running 00051680 00006 CSSY 06B89180 06A3A090
Unused

Unused

Unused

Unused

Unused

Unused

Unused

Unused

Not Running 06C75680 TCP CSTP 06B89A80 06A3A090
Unused

Figure 1. Kernel task summary showing a task in error
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1. When you have located the task summary table in the formatted dump, look in
the ERROR column. If you find a value of *YES* for a particular task, that task
was in error at the time the dump was taken.

Note: If the recovery routine that is invoked when the error occurs does not
request a system dump, you will not see any tasks flagged in error. In
such a case, the system dump is likely to have been requested by a
program that is being executed lower down the linkage stack and that
received an abnormal response following recovery. The program that
received the error has gone from the stack, and so cannot be flagged.
However, error data for the failing task was captured in the kernel
domain error table (see[‘Finding more information about the error” on|
. Error data is also captured in the error table even when no
system dump is taken at all.

In[Figure 1|, you can see that kernel task number 0008 is shown to be in error.

2. Look next at the STATUS column. For each task you can see one of the
following values:

* *x*Running***, meaning that the task was running when the system dump
was taken. Most of the time, only one task is shown to be running. If more
than one task is shown to be running, the different tasks are attached to
separate TCBs.

* Not Running, meaning that the task is in the system but is currently not
running. It might, for example, be suspended because it is waiting for some
resource, or it could be ready to run but waiting for a TCB to become
available.

* KTCB, referring to CICS control blocks corresponding to the CICS TCBs.
These are treated as tasks in the kernel task summary.

* Unused, meaning either that the task was in the system but it has now
terminated, or that there has not yet been a task in the system with the
corresponding task number. Earlier unused tasks are likely to have run and
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terminated, and later ones are likely never to have represented actual tasks.
It is most unlikely that you will ever need to distinguish between the two
possibilities.

You are almost certain to find that the task shown to be in error has a status of
“Running”, as in the example of [Figure 1 on page 40| Such a task would have
been running at the time the error was detected.

Tasks shown to be “Not Running” are less likely to be associated with the error,
but it is possible that one of these could have been flagged with an error. If you
find this to be so, the most likely explanation is that the task in error was
attempting recovery when, for some reason, it was suspended.

If you are using trace to help you diagnose a problem, use the TRAN_# and
KE_NUM columns of the kernel task summary to find more information about
the task that you are interested in. The TRAN_# column for a task can contain:
* A number that matches the task number in the corresponding trace

* TCP for the CICS terminal control task

* Other character entries for CICS system tasks (for example, a component
identifier like AP for a CICS system task in the AP domain).

When you are working with trace output, you can use the number from the
TRAN_# column to identify entries associated with a user task up to the point at
which that task passes control to CICS.

To identify the CICS processing associated with the user task, you need to use
the entry in the KE_NUM column of the kernel task summary. This matches the
KE_NUM shown in the full trace entries for the task, and enables you to
distinguish the CICS processing associated with the task you are interested in
from other CICS processing.

Finding more information about the error

More information about the failure is given in the summary information for the task
in error. This is given after the kernel task summary. It gives you a storage report
for the task, including registers and PSWs, and any data addressed by the
registers.

The PSW is the program status word that is used by the machine hardware to
record the address of the current instruction being executed, the addressing mode,
and other control information. An example of such a storage report is shown in

[Figure 2 on page 43| in this case for a program check.

1.

Look first in the dump for this header, which introduces the error report for the
task:

==KE: KE DOMAIN ERROR TABLE

Next, you will see the kernel error number for the task. Error numbers are
assigned consecutively by the kernel, starting from 00000001.

=KE: ERROR NUMBER: 00000001

The error number tells you the number of program checks and system abends
that have occurred for this run of CICS. Not all of them have necessarily
resulted in a system dump.

Optional: Some kernel error data follows. If you want to find the format of this
data (and, in most cases, you will not need to), see the DFHKERRD section of
the CICS Data Areas.

The next thing of interest is the kernel’s interpretation of what went wrong. This
includes the error code, the error type, the name of the program that was
running, and the offset within the program.
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» The error code gives you the system and user completion codes issued when
the abend occurred.

* The error type tells you whether the error was associated with, for example, a
program check, a system abend, or an internal request for system recovery.

5. There is a report of where the system has recorded that the error occurred, and
the circumstances of the failure. This is the general format of the information:

Error happened in program pppppppp at offset xxxxxxxx
Error happened ...

The program name (pppppppp) and offset (xxxxxxxx) are determined by
searching through the CICS loader’s control blocks for a program that owned
the abending instruction at the time of the abend. If this search does not find
such a program, the following text appears in the report:

PROGRAM QQQQQQQQ WAS IN CONTROL, BUT THE PSW WAS ELSEWHERE.

The program name (qqqqqqqq) reported, is the program that owns the current
kernel stack entry for the abending task. If this text appears, it might be possible
to locate the failing program using the method described in[‘Using the linkage]
[stack to identify the failing module” on page 44 The failing program name and
offset are also displayed in the section of the report immediately after the
contents of the registers have been reported. The format of this information is:

DATA AT PSW: AAAAAAAA  MODULE: PPPPPPPP  OFFSET: XXXXXXXX

If the failing program could not be located, the module name and offset are
reported as unknown. The possible reasons for the program not being located
are:

¢ The failure occurred in an MVS loaded module

« The failing program had been released by the CICS loader before the dump
was taken

* A wild branch in the failing program caused the PSW to point to storage not
occupied by a CICS loaded program

Note that the accuracy of the program name and offset reported in a formatted
dump that was produced as the result of a program executing a wild branch
cannot be guaranteed.

6. After the kernel’s interpretation of the error, you will see one of these diagnostic
messages:

Error happened under the CICS RB
This means that the error was detected either when CICS code was
executing, or when an access method called by CICS was running (for
example, VSAM or QSAM). The CICS RB is the CICS request block, an
MVS control block that records the state of the CICS program.

Error did not happen under the CICS RB
This message can be issued in any of these circumstances:
* An error occurs in CICS SVC code.
* An error occurs in a CICS VTAM exit.

» CICS detects a runaway task during the execution of an MVS service
request.

» An error occurs during the execution of an SVC request that was
made by CICS or an access method invoked by CICS.

7. After either of these messages, you get some data that is likely to be related to
the problem. The data you get depends on whether or not the error happened
under the CICS RB.
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 If the error happened under the CICS RB, the error data in the task storage
report is based on values in the PSW and the CICS registers at the time the
error was detected. shows the storage report for a task that failed
when a program check was detected. It illustrates the error data supplied
when an error happens under the CICS RB.

« If the error did not happen under the CICS RB, for example when CICS was
calling an MVS service, you get data based on two sets of registers and
PSWs. The registers and PSW of the CICS RB at the time of the error
constitute one set. The registers and PSW of the RB in which the error
occurred constitute the other set. This data will relate, very probably, to the
execution of an SVC routine called by CICS. The error might have occurred,
however, during an IRB interrupt or in an SRB. You can confirm whether this
has happened by checking flags KERNEL_ERROR_IRB and
KERNEL_ERROR_SRB_MODE.

==KE: KE DOMAIN ERROR TABLE
=KE: ERROR NUMBER: 00000001
KERRD 0397B950 KERNEL ERROR DATA
0000 FOC3F461 C1D2C5C1 018400C4 000022EE C4C6C8E3 E2D74040 04D3FC70 054D0B78 +0C4/AKEA.D.D....DFHTSP .L...(..*

(Data for offset 0020 to 0100 follows) ... Eevvnnnnnn. DM. ;* 0397B970
ERROR CODE: 0C4/AKEA ERROR TYPE: PROGRAM_CHECK TIMESTAMP: A4D9433F7D330600
DATE (GMT) : 25/08/93 TIME (GMT) : 09:04:49.484592
DATE (LOCAL) : 25/08/93 TIME (LOCAL) : 09:04:49.484592

KE_NUM: 0007 KE_TASK: 03980ADO TCA_ADDR: 0006A000 DS_TASK: 054D0B78
ERROR HAPPENED IN PROGRAM DFHTSP AT OFFSET 22EE
ERROR HAPPENED UNDER THE CICS RB.
CICS REGISTERS AND PSW FOLLOW.
PSW: 078D1000 84D41F5E  INSTRUCTION LENGTH: 4 INTERRUPT CODE: 04 EXCEPTION ADDRESS: 00000000
EXECUTION KEY AT PROGRAM CHECK/ABEND: 8
SPACE AT PROGRAM CHECK/ABEND: BASESPACE
REGISTERS 0-15

0000 F2000518 03AE25CC 00011280 00000002 FFFFFFFF 04D44DB3 84D41DB6 04DA2DB5  *2....vvevniieenennnnn M(.DM...M..*

0020 04D43DB4 03B2F140 039936A0 00000001 0006A000 8003CBBO 84D43A54 04D43A3E *.M....1 .Ri....ceeena... DM...M..*

DATA AT PSW: 84D41F5E MODULE: DFHTSP OFFSET: 000022EE

0000 5CC4C6C8 E3E2D740 4084D3FC EAFOF3F3 FOC91707 1122C7C2 F6D44040 40401400 **DFHTSP DL.UG330I....GB6M Lok
(Data for offset 0020 to 2300 follows) ittt * 04D3FC90

DATA AT REGISTERS

REG 0 F2000518
31-BIT DATA CANNOT BE ACCESSED #*x
24-BIT DATA FOLLOWS:

-0080 00000000 0OOOOCOO0 COOOOOO7 00OOO0OO 00000000 00000000 0000000 OOFFCF20 *....eeeeeeeeeieneeeneeenaeennenns *
(Data for offset -0060 to 0100 follows) e, * 000004B8
(Similar data for CICS registers 1 to 15 follows)

Figure 2. Storage report for a task that has experienced a program check

The storage addressed by the registers and PSW

Any storage addressed by the registers and PSW is included in the error data for
the failing task.

Note that only the values of the registers and PSW, not the storage they address,
are guaranteed to be as they were at the time of the error. The storage that is
shown is a snapshot taken at the time the internal system dump request was
issued. Data might have changed because, for example, a program check has been
caused by an incorrect address in a register, or short lifetime storage is addressed
by a register.
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Also, in general, where error data is given for a series of errors, the older the error,
the less likely it is that the storage is as it was at the time of the failure. The most
recent error has the highest error number; it might not be the first error shown in
the output.

The registers might point to data in the CICS region. If the values they hold can
represent 24-bit addresses, you see the data around those addresses. Similarly, if
their values can represent 31-bit addresses, you get the data around those
addresses.

It could be that the contents of a register might represent both a 24-bit address and
a 31-bit address. In that case, you get both sets of addressed data. (Note that a
register might contain a 24-bit address with a higher order bit set, making it appear
like a 31-bit address; or it could contain a genuine 31-bit address.)

If, for any reason, the register does not address any data, you see either of these
messages:

24-bit data cannot be accessed
31-bit data cannot be accessed

This means that the addresses cannot be found in the system dump of the CICS
region. Note that MVS keeps a record of how CICS uses storage, and any areas
not used by CICS are considered to lie outside the CICS address space. Such
areas are not dumped in an MVS SDUMP of the region.

It is also possible that the addresses were within the CICS region, but they were
not included in the SDUMP. This is because MVS enables you to take SDUMPs
selectively, for example “without LPA”. If this were to happen without your
knowledge, you might think you had an addressing error when, in fact, the address
was a valid one.

The format of the PSW is described in the IBM Enterprise Systems Architecture/370
Principles of Operation. The information in the PSW can help you to find the details
needed by the IBM Support Center. You can find the address of the failing
instruction, and hence its offset within the module, and also the abend type. You
find the identity of the failing module itself by examining the kernel linkage stack, as
described in[‘Using the linkage stack to identify the failing module.”]

Using the linkage stack to identify the failing module

44

A linkage stack for a task represents the sequence in which modules and
subroutines have been called during execution of a task. It provides a valuable
insight into the sequence of events up until the time of failure, and it also flags any
program or subroutine that was executing when the error was detected.

Having found which task was in error from the kernel’'s task summary (see
which tasks are associated with the error” on page 39), you need to find out which
module was in error. The module name is one of the things you need to give the
IBM Support Center when you report the problem to them.

1. Find the task number of the task in error from the KE_NUM column, and use
this as an index into the linkage stack entries. These are shown in the dump
after the task summary.

2. Look at the TYPE column when you have found the task number. The TYPE
column, as shown in the example, can contain any of the following entries:

Bot This marks the first entry in the stack.
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KE_NUM @STACK

0031
0031
0031
0031
0031
0031
0031

0031

0031

0520A020
0520A140
0520A330
0520A6A0

0520A9D0

0520AD90
0520AE98
0520B128
05208128
0520B128

0520098

LEN

0120
01F0
0370
0330

03Co

0108
0290

0F70

03D0

Dom This marks a stack entry caused by a domain call.
Sub  This marks a stack entry caused by a subroutine.
Lifo  This marks a stack entry caused by a LIFO module.

Int This marks a call to an internal procedure identified to the kernel.

The modules and subroutines are shown in the listing in the order in which they
were invoked, so the first module you see is at the bottom of the stack, and the
second module is next from bottom. You often see DFHKETA and DFHDSKE,
respectively, in these two positions.

The last module or subroutine in the listing is at the top of the stack, and it
represents the last call that was made before the dump was taken. Assuming
that the system abend caused the dump to be taken, this is likely to be a
routine associated with dump domain. In the example shown, program
DFHLDLD is shown to be in error. In this case, DFHLDLD is the module name
that you would need to report to the IBM Support Center, together with the other
information described in fUsing the PSW to find the offset of the failing|
[instruction” on page 46|

If module DFHAPLI is flagged in error, consider first whether an application is to
blame for the failure. DFHAPLI is the Application Language Interface Program,
and it is on the linkage stack whenever an application is being executed. If an
application is the cause of the error, it is your responsibility to correct the
problem.

shows a typical kernel linkage stack:

TYPE ADDRESS LINK REG OFFS ERROR NAME

Bot
Dom
Dom
Dom
Int
Dom
Int
Sub
Sub
Int
Int
Dom
Int
Int
Int
Dom
Int
Int

8400408 84C006D8 02D0 DFHKETA
84COFO78 84COF18E 0116 DFHDSKE
84CAASA8 84CAACC2 071A DFHXMTA
84F25430 84F25CF6 08C6 DFHPGPG

+00CC 84F254B6 0086 INITIAL_LINK
84F6C230 84E5DC40 0000 DFHAPLIT

+OEEA 84F6C66E 043E CICS_INTERFACE
0230B400 8230B8CA D4ACA DFHEIQSP
82136D90 82137178 03E8 *YES* DFHLDLD

+08FC 82136F26 0196 LDLD_INQUIRE

+128E 821376CE 093E CURRENT GET_NO_WAIT
84C6F8EQ 84C72EA6 35C6 DFHMEME

+2CB6 84C6FA4E O16E SEND

+1486 84C72684 2DA4 CONTINUE_SEND

+350F 84C70DE4 1504 TAKE_A_DUMP_FOR_CALLER
84C52458 84C52F52 OAFA DFHDUDU

+08F4 84C5254A 0OF2 SYSTEM_DUMP

+1412 84C53212 ODBA TAKE_SYSTEM_DUMP

Figure 3. Example of a kernel linkage stack showing a task in error

You can sometimes use the technique described in this section to gather the
information that the IBM Support Center needs to resolve a CICS system abend.
However, you should normally use the summary information presented in the
formatted output for the kernel domain storage areas. This method is only valid if
the abend has occurred in a module or subroutine that has a kernel linkage stack
entry. This is the case only where the module or subroutine has been invoked by
one of these mechanisms:

A kernel domain call
A kernel subroutine call

» A call to an internal procedure identified to the kernel
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e ALIFO call

Routines that have been invoked by assembler language BALR instructions do not
have kernel linkage stack entries.

Using the PSW to find the offset of the failing instruction

You can calculate the offset of the failing instruction from the PSW, although in
practice you seldom need to because the offset is quoted in the storage report for
the task.

If you are not sure of the format of the PSW, or how to calculate the offset, see the
z/Architecture Principles of Operation manual.

The Support Center also needs to know the instruction at the offset.

1. Locate the address of the failing instruction in the dump, and find out what
instruction is there. It is sufficient to give the hex code for the instruction, but
make sure you quote as many bytes as you found from the PSW instruction
length field.

2. ldentify the abend type from the program interruption code, so that you can
report that too. It might, for example, be ‘protection exception’ (interruption code
0004), or ‘data exception’ (interruption code 0007).

Finding the PTF level of the module in error

The IBM Support Center needs to know the PTF level of any module reported to
them as being in error. You can find this in the loader domain program storage map
summary, which you can get using the dump formatting keyword LD.

Figure 4 shows some entries from a typical program storage map summary.

==LD: PROGRAM STORAGE MAP

PGM NAME ENTRY PT CSECT  LOAD PT. REL. PTF LVL. LAST COMPILED COPY NO. USERS LOCN TYP ATTRIBUTE R/A MODE APE ADDR

OVERRIDE

DFHCSA 80049810 DFHKELCL 00049000 520 UQnnnnn 12/11/96 10.09 1 1 CDSA  RPL RESIDENT -
DFHKELRT 00049380 520 UQnnnnn 12/11/96 10.24
DFHCSA 00049608 0520 UQnnnnn I 01/04 14.49
DFHCSAOF 00049AB8 0520 UQnnnnn I 01/04 14.49
DFHKERCD 00049FEO 520 UQnnnnn 11/14/96 18.48
DFHKERER 0004A1B8 520 UQnnnnn 11/14/96 18.49
DFHKERRI 0004ABCO 520 UQnnnnn 02/05/97 08.23
DFHKESFM 0004AF58 520 UQnnnnn 12/11/96 10.25
DFHKESGM 0004B330 510 UQnnnnn 10/21/96 16.30
DFHTCP ~ 8004D020 DFHTCP  0004D0OO 0520 UQnnnnn I 11/12 10.10 1 1 CDSA  RPL RESIDENT -
DFHTCORS 0004D278 0520 UQnnnnn 11/12 10.10
DFHTCCOM 0004D538 0520 UQnnnnn 11/12 10.10
DFHTCCSS 0004D8BO 0520 UQnnnnn 11/12 10.10
DFHTCTI 0004DA28 0520 UQnnnnn 11/12 10.10
DFHTCSAM 0004DABO 0520 UQnnnnn 11/12 10.10
DFHTCAM 0004DEB8 0520 UQnnnnn 11/12 10.10
DFHTCTRN 0004ED30 0520 UQnnnnn 11/12 10.10
DFHTCTDY 0004FA30 DFHTCTDY 0004FA10 0520 UQnnnnn 04/02 19.16 1 1 CDSA  RPL RESIDENT -

e B B B B B

Figure 4. Part of the loader domain program storage map summary

Note: Entries made in the R/A MODE OVERRIDE columns are the value of the
RMODE and AMODE supplied on the DEFINE_PROGRAM call for that
program. If a REQUIRED_RMODE or REQUIRED_AMODE is not specified,
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a — (dash) symbol appears in the appropriate column. If AMODE_ANY or
RMODE_ANY is specified, ‘ANY’ appears in the appropriate column. Other
values are shown as specified.
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Chapter 6. Dealing with waits

This section gives you information about what to do if you are aware that a task is
in a wait state, or if CICS has stalled.

It contains the following topics:

« [“Techniques for investigating waits” on page 50|

« [“Investigating terminal waits” on page 57|

« [“Investigating storage waits” on page 67|

« [‘Investigating temporary storage waits” on page 68|

« [‘Investigating enqueue waits” on page 71|

* [“Investigating interval control waits” on page 74|

« [“Investigating file control waits” on page 80|

« [‘Investigating loader waits” on page 93

« [“Investigating lock manager waits” on page 94|

* |“Resolving deadlocks in a CICS region” on page 100|
 [‘Resolving deadlocks in a sysplex” on page 103

* |“Resolving in-doubt and resynchronization failures” on page 104|
* [‘What to do if CICS has stalled” on page 104

If CICS has stalled, turn directly to ['What to do if CICS has stalled” on page 104

If you have one or more tasks in a wait state, you should have already carried out
preliminary checks to make sure that the problem is best classified as a wait, rather
than as a loop or as poor performance. If you have not, you can find guidance
about how to do this in|Chapter 2, “Classifying the problem,” on page 7/

You are unlikely to have direct evidence that a CICS system task is in a wait state,
except from a detailed examination of trace. You are more likely to have noticed
that one of your user tasks, or possibly a CICS user task - that is, an instance of a
CICS-supplied transaction - is waiting. In such a case, it is possible that a waiting
CICS system task could be the cause of the user task having to wait.

For the purpose of this section a task is considered to be in a wait state if it has
been suspended after first starting to run. The task is not in a wait state if it has
been attached to the transaction manager but has not yet started to run, or if it has
been resumed after waiting but cannot, for some reason, start running. These are
best regarded as performance problems. Tasks that are ready to run but cannot be
dispatched might, for example, have too low a priority, or the CICS system might be
at the MXT limit, or the CICS system might be under stress (short on storage). If
you think you might have such a problem, read [Chapter 9, “Dealing with|
[performance problems,” on page 159.|

Most tasks are suspended at least once during their execution, for example while
they wait for file 1/0 to take place. This is part of the regular flow of control, and it
gives other tasks a chance to run in the meantime. It is only when they stay
suspended longer than they should that a problem arises.

There are two stages in resolving most wait problems involving user tasks. The first
stage involves finding out what resource the suspended task is waiting for, and the
second stage involves finding out why that resource is not available. This section
focuses principally on the first of these objectives. However, in some cases there
are suggestions of ways in which the constraints on resource availability can be
relieved.
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If you know that a CICS system task is in a wait state, it does not necessarily
indicate an error in CICS. Some system tasks spend long periods in wait states,
while they are waiting for work to do. For more information about waiting system
tasks, see[‘CICS system task waits” on page 139

Techniques for investigating waits

You can investigate waits in a CICS system by online inquiry, by tracing, or by
analysis of the formatted CICS system dump. The last two techniques are, to some
extent, complementary.

Online inquiry is the least powerful technique, and it can only tell you what resource
a suspended user task is waiting for. This is enough information to locate the failing
area, but you often need to do more investigation before you can solve the
problem. The advantage of online inquiry is that you can find out about the waiting
task as soon as you detect the problem, and so you capture the data early.

Tracing can give you much more detail than online inquiry, but it involves significant
processing overhead. It must also be running with the appropriate options selected
when the task first enters a wait state, so this usually means you need to reproduce
the problem. However, the information it gives you about system activity in the
period leading up to the wait is likely to provide much of the information you need to
solve the problem.

A CICS system dump can give you a picture of the state of the CICS system at an
instant during the wait. You can request the dump as soon as you notice that a task
has entered a wait state, so it gives you early data capture for the problem.
However, the dump is unlikely to tell you anything about system activity in the
period leading up to the wait, even if you had internal tracing running with the
correct selectivity when the task entered the wait. This is because the trace table
has probably wrapped before you have had a chance to respond. However, the
formatted dump might contain much of the information you need to solve the
problem.

If you are able to reproduce the problem, consider using auxiliary tracing and
dumping in combination.

Investigating waits - online method

50

Online, you can use either CEMT INQ TASK or EXEC CICS INQUIRE TASK to find
out what resource a user task is waiting on. EXEC CICS INQUIRE TASK can be
executed under CECI, or from a user program. Whatever online method you use,
you need to supply the task ID of the suspended user task.

If the task is suspended, the information that is returned to you includes the
resource type or the resource name identifying the unavailable resource. CEMT INQ
TASK displays:

 the resource type of the unavailable resource in the HTYPE field.

» the resource name of the unavailable resource in the HVALUE field.

EXEC CICS INQUIRE TASK returns values in the SUSPENDTYPE and

SUSPENDVALUE fields which correspond to the resource type and resource name
of the unavailable resource.
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HTYPE and SUSPENDTYPE, and HVALUE and SUSPENDVALUE correspond to
the values in the resource type and resource name fields of the dispatcher task
summary.

[Table 9 on page 110| gives a list of all the resource types and resource names that
user tasks might be suspended on, and references showing where to look next for
guidance about solving the wait.

You probably need a system dump of the appropriate CICS region to investigate the
wait. If you do not yet have one, you can get one using CEMT PERFORM SNAP or CEMT
PERFORM DUMP - but make sure the task is still in a wait state when you take the
dump. You subsequently need to format the dump using keywords for the given
resource type. Advice on which keywords to use is given, where appropriate, in the
individual sections.

Investigating waits using trace

You can find detailed information about the suspension and resumption of tasks
during a run of CICS by studying the trace table. Tracing must, of course, be
running when the task in question is suspended or resumed, and the tracing options
must be selected correctly.

When you look at the trace table, you can find trace entries relating to a particular
task from the task numbers that the entries contain. Each is unique to a task so you
can be sure that, for any run of CICS, trace entries having the same task number
belong to the same task.

For general guidance about setting tracing options and interpreting trace entries,
see [Chapter 15, “Using traces in problem determination,” on page 223

Setting up trace for wait problems

Gate DSSR of the dispatcher domain provides the major functions associated with
the suspension and resumption of tasks. (See |[Chapter 7, “How tasks are made to|
wait,” on page 109.) The level-1 trace points DS 0004 and DS 0005 are produced
on entry to, and exit from, the gate.

1. Select tracing to capture the DS level-1 trace entries to investigate a wait
problem. You need to capture trace entries for other components as well, when
you know what functional areas are involved. The functional area invoking the
task wait might, for example, be terminal control (TC), or file control (FC).
Level-1 tracing is often enough for these components. However, there are
cases, such as those relating to VSAM 1/O errors where level-2 trace is needed
to examine the RPL as it is passed to VSAM.

2. Ensure that tracing is performed for the task that has the wait problem. At first
Subsequently, you can
a. Select special tracing for just that task, and disable tracing for all other tasks
by setting the master system trace flag off.

b. Select special tracing for other tasks as well if it becomes clear that they are
implicated in the wait.

Interpreting trace for wait problems

For new-style trace entries, which include those for point IDs DS 0004 and

DS 0005, the function being traced is shown explicitly in the interpretation string.
The functions that can cause a task to enter a wait state are identified in the table.
Look out for these in particular in the trace entries for any waiting task you are
investigating.
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Each function has its own set of input and output parameters, and these, too, are
shown in the interpretation strings of the formatted trace entries. Input parameters
are shown in the trace entries made from point ID DS 0004, and output parameters
in the trace entries made from point ID DS 0005.

The values of the parameters can provide valuable information about task waits, so
pay particular attention to them when you study the trace table.

Investigating waits - the formatted CICS system dump

If you are suitably authorized, you can request a CICS system dump using CEMT
PERFORM DUMP, CEMT PERFORM SNAP, or EXEC CICS PERFORM DUMP. Make sure that the
task in question is waiting when you take the dump, so that you capture information
relevant to the wait.

You need to use the dump formatting keyword DS to format the dispatcher task
summary. You probably need to look at other areas of the dump as well, so keep
the dump on the dump data set.

The dispatcher task summary gives you information like that shown in

===DS: DISPATCHER DOMAIN - SUMMARY
KEY FOR SUMMARY

TY

PS

TYPE OF TASK

STATE OF TASK
PURGEABLE WAIT/SUSPEND

PURGE STATUS
TIMEOUT TYPE
SUSPEND TYPE

SY=SYSTEM NS=NON-SYSTEM

DIS=DISPATCHABLE SUS=SUSPENDED RUN=RUNNING REE=RESUMED EARLY
Y=YES N=NO

OK=NO PURGE PU=PURGED PP=PURGE PENDING

IN=INTERVAL DD=DEADLOCK DELAYED DI=DEADLOCK IMMEDIATE
MVS=WAIT_MVS SUSP=SUSPEND OLDC=WAIT_OLDC OLDW=WAIT_OLDW

DISPATCHER TASK AREA
ATTACHING DOMAIN

TASK MODE

CO=CONCURRENT QR=QUASI-REENTRANT RO=RESOURCE OWNING SZ=FEPI OWNING

RP=0ONC/RPC OWNING FO=FILE OWNING

DS_TOKEN

00000001
00020003
00040003
00820003
00900003
00940003
00980001
02000008
02020009

KE_TASK TY S P PS TT RESOURCE RESOURCE ST  TIME OF TIMEOUT DTA AD ATTACHER MO SUSPAREA XM_TXN_T
TYPE NAME SUSPEND DUE (DSTSK) TOKEN
06A23900 SY SUS N OK - ENF NOTIFY MVS 17:50:10.056 - 06B69080 DM 06C33640 RO 06C33658
06A23580 SY SUS N OK - SUSP 17:51:23.515 - 06B69180 XM 06C06690 QR 06B69180 06C06690
06A23200 SY SUS N OK - TIEXPIRY DS_NUDGE SUSP 17:50:35.325 - 06B69280 TI 003DOOO3 QR 06B6A530
06A30900 SY SUS N OK - ICEXPIRY DFHAPTIX SUSP 17:50:35.326 - 06B89180 XM 06C06360 QR 06B89180 06C06360
06A30C80 SY SUS N OK - ICMIDNTE DFHAPTIM SUSP 17:50:29.437 - 06B89880 XM 06C06250 QR 06B89880 06C06250
06B5FC80 SY SUS N OK - TCP_NORM DFHZDSP OLDW 17:51:46.369 - 06B89A8BO XM 06C06470 QR 0004FC10 06C06470
06C3D080 SY SUS N OK IN SMSYSTEM SUSP 17:50:10.081 17:55:10.081 06B89C80 SM 00000002 QR 06B6A580
07128B0O0 NS SUS Y OK - ZCIOWAIT DFHZARQL SUSP 17:51:39.616 - 06B9CO8O XM 06C06580 QR 06BICO8O 06C06580
07135080 NS RUN 06B9C180 XM 06C06140 QR 06C06140

Figure 5. Dispatcher task summary
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A brief explanation of the summary information is given in the dump. A more
detailed explanation is given in the section that follows.

Dispatcher task summary fields
Detailed descriptions of the fields in the dispatcher task summary are given in the
following table.

Some of the fields relate to all tasks known to the dispatcher, and some (identified

in the table) relate only to suspended tasks. Values are not provided in fields of the

latter type for tasks that are not suspended.
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Table 3. Descriptions of fields shown in the dispatcher task summary

Field

Description

AD

The 2-character domain index identifying the domain that
attached the task to the dispatcher.

ATTACHER TOKEN

A token provided by the domain that attached the task. This
token uniquely identifies the task to the attaching domain.

DS_TOKEN

A token given by the dispatcher to a domain that attaches a
task. It identifies the attached task uniquely to the
dispatcher.

DTA

An address used internally by the dispatcher.

KE_TASK

A value that uniquely identifies to the kernel a task that has
been created.

MO

The dispatching mode for the task. There is an MVS TCB
for each mode. All tasks in a given mode are running, or will
run next, under the TCB corresponding to the mode. The
possible values are:

CO—concurrent.

FO—file owning.

QR—quasi-reentrant.

RO—resource owning.

RP—ONC RPC

SZ—FEPI owning.

Whether at the time of the suspend call the control block
containing the definition of the transaction specified
SPURGE(YES) or SPURGE(NO). SPURGE(NO) inhibits
deadlock time-out, CEMT SET TASK PURGE, and EXEC
CICS SET TASK PURGE.

The possible values are:
Y (=YES)—the task is purgeable.
N (=NO)—the task is not purgeable.

PS

The purge status of the task. The possible values are:
OK—the task has not been purged, and there is no
purge pending.

PU—the task has been purged, either by the dispatcher
or by the operator.
PP—there is a purge pending on the task.

RESOURCE NAME
(suspended tasks only)

The name of the resource that a suspended task is waiting
for. A value is given only if RESOURCE_NAME has been
included as an input parameter on the suspend call.

RESOURCE TYPE
(suspended tasks only)

The type of the resource that the task is waiting for. A value
is given only if RESOURCE_TYPE has been included as an
input parameter on the suspend call.
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Table 3. Descriptions of fields shown in the dispatcher task summary (continued)

Field

Description

S

The state of the task within the dispatcher. Possible values
are:

» DIS—the task is dispatchable. It is ready to run, and it
will be dispatched when a TCB becomes available.

* RUN—the task is running.

* SUS—the task has been suspended by any of the
functions SUSPEND, WAIT_MVS, WAIT_OLDC, or
WAIT_OLDW of gate DSSR. For an explanation of these
functions, see phapter 7, “How tasks are made to wait,;|

|9n page 109.|

» REE—the task has been resumed early, possibly
because a RESUME request has arrived before the
corresponding SUSPEND request. (The
SUSPEND/RESUME interface is asynchronous.)

ST (suspended tasks only)

The type of function that was invoked to suspend a currently
suspended task. Possible values include:

MVS—function WAIT_MVS

OLDC—function WAIT_OLDC

OLDW—function WAIT_OLDW

SUSP—function SUSPEND

For a description of the functions, see |Chapter 7, “How|
ltasks are made to wait,” on page 109

SUSPAREA (suspended
tasks only)

Either an address used internally by the dispatcher, or an
ECB address, or an ECB list address. These are the cases:

» Address used internally, if the task was suspended by a
SUSPEND call.

» ECB address or ECB list address, if the task was
suspended by a WAIT_MVS or WAIT_OLDW call.

+ ECB address, if the task was suspended by a
WAIT_OLDC call.

Look at the value given in the ST column to see which one
of these descriptions applies.

TIME OF SUSPEND
(suspended tasks only)

The time when a currently suspended task was suspended.

The format is hh:mm:ss.mmm (hours, minutes, seconds,
milliseconds), GMT.

TIMEOUT DUE
(suspended tasks only)

The time that a suspended task is due to timeout, if a
timeout interval has been specified. A suspended task only
times out if it is not resumed before this time arrives.

The format is hh:mm:ss.mmm (hours, minutes, seconds,
milliseconds).

TT (suspended tasks only)

The time-out type for the task. The possible values, where
one is given, are:

* IN—a time-out interval has been specified for the task.

» DD—deadlock action is to be delayed when the time-out
interval expires.

* Dl—deadlock action is immediate when the time-out
interval expires.
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Table 3. Descriptions of fields shown in the dispatcher task summary (continued)

Field Description

TY Whether this is a system task or a non-system task.
Possible values are:

» SY—this is a system task.
* NS—this is a non-system task.

A non-system task can be either a user written transaction,

or a CICS-supplied transaction.

Parameters and functions setting fields in the dispatcher task
summary

Many of the values shown in the dispatcher task summary are provided directly by
parameters included on calls to and from the dispatcher. If you are using trace, you
can see the values of the parameters in the trace entries, and this can be useful for
debugging.

For details of how you can use trace to investigate waits, see [‘Investigating waits|
lusing trace” on page 51|

shows the parameters that set task summary fields, the functions that use
those parameters, and the domain gates that provide the functions. Task summary
fields that are not set by parameters are also identified (by none in “Related
parameter” column).

Table 4. Parameters and functions that set fields shown in the dispatcher task summary

Field Related parameter Function Input or |Gate
output

AD DOMAIN_INDEX
INQUIRE_TASK IN DSBR
GET_NEXT ouT

DTA ATTACH_TOKEN CREATE_TASK IN KEDS

DS_TOKEN TASK_TOKEN
ATTACH ouT DSAT
CANCEL_TASK IN
PURGE_INHIBIT_QUERY IN
SET_PRIORITY IN
TASK_REPLY IN
GET_NEXT ouT DSBR
INQUIRE_TASK ouT

KE_TASK TASK_TOKEN KEDS
CREATE_TASK ouT
CREATE_TCB ouT
PUSH_TASK IN
TASK_REPLY IN
TCB_REPLY IN

MO MODE
ATTACH IN DSAT
CHANGE_MODE IN
GET_NEXT ouT DSBR
INQUIRE_TASK ouT
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Table 4. Parameters and functions that set fields shown in the dispatcher task summary (continued)

Field Related parameter Function Input or | Gate
output
P PURGEABLE DSSR
SUSPEND IN
WAIT_MVS IN
WAIT_OLDC IN
WAIT_OLDW IN
PS none
RESOURCE NAME RESOURCE_NAME
ADD_SUSPEND IN DSSR
SUSPEND IN
WAIT_MVS IN
WAIT_OLDC IN
WAIT_OLDW IN
GET_NEXT ouT DSBR
INQUIRE_TASK ouT
RESOURCE TYPE RESOURCE_TYPE
ADD_SUSPEND IN DSSR
SUSPEND IN
WAIT_MVS IN
WAIT_OLDC IN
WAIT_OLDW IN
GET_NEXT ouT DSBR
INQUIRE_TASK ouT
STATE DSBR
S GET_NEXT ouT
(see note 1) INQUIRE_TASK ouT
DSSR
SUSPAREA ECB_ADDRESS or WAIT_MVS IN
(see note 2) ECB_LIST_ADDRESS WAIT_OLDC IN
(see note 3) WAIT_OLDW IN
TIME OF SUSPEND none
TASKNO none
none
TIMEOUT DUE
(see note 4)
TT DSSR
INTERVAL and SUSPEND IN
DEADLOCK_ACTION WAIT_MVS IN
WAIT_OLDW IN
WAIT_OLDC IN
TY none
ATTACHER TOKEN USER_TOKEN
ATTACH ouT DSAT
PURGE_INHIBIT_QUERY ouT
TASK_REPLY
GET_NEXT DSBR
INQUIRE_TASK

ST

none
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Note:

—

Field S (for STATE) of the dispatcher task summary has a wider range of
values than parameter STATE of DSBR functions GET_NEXT and
INQUIRE_TASK. Parameter STATE can only have the values READY,
RUNNING, or SUSPENDED. For the possible values of field S, see
[“Dispatcher task summary fields” on page 52)

2. Parameters ECB_ADDRESS and ECB_LIST_ADDRESS only relate to
SUSPAREA when the task has been suspended by the WAIT_MVS,
WAIT_OLDW, or WAIT_OLDC functions of gate DSSR.

3. Parameter ECB_LIST_ADDRESS is only valid for functions WAIT_MVS

and WAIT_OLDW, and not for function WAIT_OLDC.

4. If INTERVAL has been specified, the value of TIMEOUT DUE should be
equal to INTERVAL + TIME OF SUSPEND.

Investigating terminal waits

Read this section if you have any of the following problems:
* A task should have started at a terminal, but has failed to do so.

» A task is waiting on a resource type of KCCOMPAT, with a resource name of
TERMINAL.

» Atask is waiting on a resource type of IRLINK, with a resource name of
SYSIDNT concatenated with the session name.

If you have one or more unresponsive terminals, that is terminals that are showing
no new output and accepting no input, this does not necessarily indicate a terminal
wait.
1. If you have one or more unresponsive terminals:

a. Use CEMT INQ TERMINAL to find the transaction running at the terminal.

b. UseCEMT INQ TASK to find out what resource that task is waiting on.

c. When you know that, look at[Table 9 on page 110|to find where you can get

further guidance.

2. If all the terminals in the network are affected, and CICS has stalled, read
[to do if CICS has stalled” on page 104 for advice about how to investigate the
problem.

If you have a genuine terminal wait, remember when you carry out your
investigation that terminals in the CICS environment can have a wide range of
characteristics. A terminal is, in fact, anything that can be at the end of a
communications line. It could, for example, be a physical device such as a 3270
terminal or a printer, or a batch region, or it could be another CICS region
connected by an interregion communication link, or it could be a system that is
connected by an LUTYPEG6.1 or APPC (LUTYPES6.2) protocol. If LUTYPE6.1 is in
use, the other system might be another CICS region or an IMS region. With APPC
(LUTYPES6.2), the range of possibilities is much wider. It could include any of the
systems and devices that support this communications protocol. For example, apart
from another CICS region, there might be a PC or a DISOSS system at the other
end of the link.

If you eventually find that the fault lies with a terminal, or a resource such as
DISOSS, the way in which you approach the problem depends on what type it is. In
some cases, you probably need to look in appropriate books from other libraries for
guidance about problem determination.
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Terminal waits

Terminal waits

- first considerations

Before taking a systematic approach to the problem, here are a few preliminary
considerations that could point to a simple solution.

 Is there an obvious physical explanation for the wait? For example, is a terminal
operator failing to respond to a request for input? In the case of a printer, has it
been powered off, or has it run out of paper?

* Have you checked in the CSTL and CSNE logs to see if there is a message you
might have missed? If either DFHTCP or DFHZCP detected an error related to
terminal control, a message reporting the problem is sent to the CSNE log, and,
perhaps, to the console too.

If you do find a message there reporting some terminal error that can be related
to the task, it should give you an idea of why the task is waiting. You can find an
explanation of the message and a description of the system action in response to
the error by using the CMAC transaction, or by looking at CICS Messages and
Codes.

It is also possible that the CSNE log entry will show that an error was detected,
but that no action was taken by TACP or NACP. This could occur if the line or
terminal was out of service, or if the error actions had been turned off in the user
exits of DFHTEP and DFHNEP. In such a case, the CICS code enabling the
waiting task to be resumed would never be executed, and the task would wait
indefinitely.

» Have any HANDLE CONDITION routines for terminal errors been coded
incorrectly? If an attempt were made to access the terminal having the error in
such a routine, the application would be very likely to wait indefinitely.

 If the terminal is installed using autoinstall, has the system failed to load
DFHZATA, the autoinstall program, or DFHZCQ which is called by DFHZATA,
because of a short on storage condition? If so, you need to deal with the cause
of the short on storage condition. Check the delete delay that you have
specified—if it is too short, your system may be deleting and reinstalling
terminals unnecessarily. If storage fragmentation is preventing DFHZATA or
DFHZCQ from being loaded consider defining them as resident. However, be
aware that DFHZCQ is a large program, and check your storage requirements
before making this change.

If none of these considerations applies, you need to start a systematic investigation
into the reason for the wait.

- a systematic approach

You first need to determine the type of terminal involved in the wait, and the type of
access method in use for that terminal. Both of these factors influence the way you
perform problem determination.

Your strategy must then be to find where in the communication process the fault

lies. These are the basic questions that must be answered:

1. Is the problem associated with the access method?

2. If the access method has returned, or has not been involved, is terminal control
at fault?

3. If terminal control is working correctly, why is the terminal not responding?

To answer most of these questions, you will need to do some offline dump analysis.
Use CEMT PERFORM SNAP to get the dump, and then format it using the formatting
keyword TCP. Do not cancel your task before taking the dump. If you do, the
values in the terminal control data areas will not relate to the error.
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What type of terminal is not responding?

You can check the terminal type either online, using a system programming
command, or offline, by looking at the appropriate TCTTE in the formatted system
dump.

Online method

Use the transaction CECI to execute the system programming command EXEC CICS
INQUIRE TERMINAL DEVICE. This returns one of the terminal types identified in the
CICS Resource Definition Guide.

Offline method

Look at the formatted dump output you have obtained for keyword TCP. First,
identify the TCTTE relating to the terminal, from the four-character terminal ID
shown in field TCTTETI. Now look in field TCTTETT, and read the 1-byte character
that identifies the type of terminal. You can find what terminal type is represented by
the value in the field from the description given in the CICS Data Areas.

What type of access method is in use?
You can use both an online method and an offline method for finding the type of
access method being used by the terminal that is not responding.

Online method

Use the CECI transaction to execute the system programming command EXEC
CICS INQUIRE TERMINAL ACCESSMETHOD. This returns the access method in
use by the terminal.

Offline method

You can find the access method for the terminal from the TCTTE. Look in field
TCTEAMIB, which is the byte name definition for the access method. The CICS
Data Areas relates values to access methods.

The most common access method is VTAM, identified by a value of TCTEVTAM.
The problem determination procedures outlined below focus exclusively on VTAM.
You might also find either of these values, each being of special significance for
problem determination:

* TCTEISMM, meaning that the access method is ISMM. This is used for
interregion communication, and it shows that the resource that is not responding
is a remote CICS region. In such a case, the most likely reason for the wait is
that some task in the remote region is also in a wait state. The way you deal 